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(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent unauthorized copy of the contents. 
SOLUTION: IDs (MIDs) are attached by every optical disk and the contents are 
encoded and recorded by a Content-Key. A system server manages a client ID of 
a client terminalan HDD-ID of an HDD and an MC-ID of a memory cardetc.owned 
by a user as user entry information. The user transmits the MC-ID to the system 



server together with the MID of an optical disk when the contents are copied. The 
system server specifies the user by collating the MC-ID with the user entry 
information and returns the Content-Key used in the case of decoding the 
contents. The contents recorded in the optical disk is decoded and copied in the 
HDD by using the returned Content-Key on the user's side. Since copy of the 
contents is permitted only to a normal user as an owner of the storage mediumthe 
unauthorized copy of the contents is prevented. 



CLAIMS 



[Claim(s)] 

[Claim 1]A copy management system comprising: 

A storage which contents enciphered with an enciphering key are memorizedand 
peculiar medium identification information is attached and is distributed to a user 
from the administrator side. 

When it has a copy function which decrypts contents memorized by the above- 
mentioned storage using a decryption key corresponding to the above-mentioned 
enciphering keyand is copied to a secondary-storage medium and these contents 
are copiedwith medium identification information of the above-mentioned storage. 
A terminal unit of a user who transmits predetermined and peculiar device 
identification information. 

A management server device which transmits a decryption key of the above- 
mentioned contents to a terminal unit of a user who has the above-mentioned 
device identification information when a medium identification number of the 
above-mentioned storage is received. 

[Claim 2]A copy management system which is the copy management system 
according to claim land is characterized by the above-mentioned management 
server device transmitting a decryption key once to one medium identification 
information. 

[Claim 3]Are the copy management system according to claim 1 or 2and the 
above-mentioned terminal unitldentification information of the above-mentioned 
terminal unitidentification information attached peculiar to a copy means which 
performs a copy of the above-mentioned contentsAnd a copy management system 
combining any one or plurality among identification numbers attached peculiar to 
external semiconductor memoryand transmitting as the above-mentioned device 
identification information. 

[Claim 4]Are a copy management system given in any 1 paragraph among claim 1 
to claims 3and the above-mentioned management server deviceA copy 
management system decrypting and using a decryption key which the above- 
mentioned decryption key is encipheredit transmits by the above-mentioned 
device identification informationand the above-mentioned terminal unit is the 
device identification information of selfand was enciphered [ above-mentioned ]. 



[Claim 5]A copy management system which is a copy management system given in 
any 1 paragraph among claim 1 to claims 4and is characterized by the above- 
mentioned terminal unit deleting the above-mentioned decryption key after 
decryption of the above-mentioned contents. 

[Claim 6]Are a copy management system given in any 1 paragraph among claim 1 
to claims 5and the above-mentioned management server deviceTransmit and a re- 
enciphering key for re-enciphering the above-mentioned contents which copy the 
above-mentioned terminal unitA copy management system decrypting contents 
copied [ above-mentioned ] and reproducing using a re-enciphering key which re- 
encipheredcopied contents decrypted with the above-mentioned decryption key 
with the above-mentioned re-enciphering keymemorized the above-mentioned re- 
enciphering key to a memory measureand was memorized to the above-mentioned 
memory measure. 

[Claim 7]Are a copy management system given in any 1 paragraph among claim 1 
to claims 6and the above-mentioned management server deviceDistribution 
management of the above-mentioned decryption key is performed by 
relatingmaking it each user's device identification informationand memorizing in a 
database medium identification information whose above-mentioned decryption 
key has been transmittedA copy management system rewriting old device 
identification information registered into the above-mentioned database to new 
device identification information when a user's device identification information is 
changed by repair or exchange. 

[Claim 8]A copy management system which is a copy management system given in 
any 1 paragraph among claim 1 to claims 7and is characterized by the above- 
mentioned management server device performing predetermined accounting to a 
user who has the terminal unit which transmitted a decryption key. 
[Claim 9]Are a copy management system given in any 1 paragraph among claim 1 
to claims 8and mediate transmission and reception of information between the 
above-mentioned user's terminal unitand the above-mentioned management 
server deviceand. A copy management system having a mediation server device 
which performs accounting to a user when the above-mentioned decryption key is 
transmitted to a user's terminal unit at least. 

[Claim 10] A storage characterized by comprising the following with which an 
information processing program of client terminal equipment was memorized and in 
which computer reading is possible. 

A step which contents enciphered with an enciphering key are memorizedand 
reads this medium identification information from a storage to which peculiar 
medium identification information was given. 

A step which reads device identification information attached peculiar to a device 
used when a user copies the above-mentioned contents. 

a step which transmits medium identification information and device identification 
information which carried out [ above-mentioned ] reading appearance at least to 
a server apparatus by the side of an administrator. 

A step which receives a decryption key replied from a server apparatus by the 



side of the above-mentioned administrator by transmitting the above-mentioned 
medium identification information and device identification informationA step which 
carries out decoding processing of the contents memorized by the above- 
mentioned storage using a decryption key which received [ above-mentioned ]and 
a step which copies contents which carried out [ above-mentioned ] decoding 
processing. 

[Claim 1 1]A step which is the storage according to claim 10 and receives the 
above-mentioned decryption keyA step which receives a decryption key 
enciphered and transmitted by device identification information of a user's 
deviceand carries out decoding processing of the above-mentioned contentsA 
storage carrying out decoding processing of the contents which carry out 
decoding processing of the decryption key enciphered [ above-mentioned ]and are 
memorized by the above-mentioned storage by device identification information of 
a self device using this decryption key that carried out decoding processing. 
[Claim 12]A storage which is the storage according to claim 10 or 1 land is 
characterized by having a step which deletes the above-mentioned decryption key 
after a copy of the above-mentioned contents. 

[Claim 13]A storage given [ among claim 10 to claims 12 characterized by 
comprising the following ] in any 1 paragraph. 

A step which receives a re-enciphering key for re-enciphering the above- 
mentioned contents which copy transmitted from the above-mentioned 
management server device. 

A step which re-enciphers and copies contents decrypted with the above- 
mentioned decryption key with the above-mentioned re-enciphering key. 
A step which memorizes the above-mentioned re-enciphering key to a memory 
measure. 

A step which decrypts contents copied [ above-mentioned ] using a re- 
enciphering key memorized by the above-mentioned memory measure when 
reproducing contentsand is reproduced. 

[Claim 14]In a step which is a storage given in any 1 paragraph among claim 10 to 
claims 13and transmits the above-mentioned medium identification information 
and device identification information. Identification information attached peculiar 
as this device identification information to a terminal unit which a user usesA 
storage transmitting one of identification information or two or more identification 
information among identification information attached peculiar to a secondary 
memory with which the above-mentioned contents are copiedor identification 
information attached peculiar to a memory by which external is carried out to the 
above-mentioned terminal unit. 

[Claim 15]A storage characterized by comprising the following with which an 
information processing program of a management server device was memorized 
and in which computer reading is possible. 

A step which receives device identification information which is transmitted from a 



user's deviceand which was attached peculiar to this deviceand medium 
identification information attached peculiar to a storage with which contents 
enciphered with an enciphering key were memorized. 

A step which detects whether medium identification information which received 
[ above-mentioned ] is registered into a database with which medium identification 
information of a storage with which a copy of contents was performed is 
registered in the state where it was related with device identification information 
of each user's device. 

A step which transmits a decryption key for decrypting the above-mentioned 
contents to a user's device when un-registering of the above-mentioned device 
identification information is detected. 

[Claim 16]A storage which is the storage according to claim 15 and is 
characterized by having a step which relates medium identification information to 
which the above-mentioned decryption key was transmitted with a device 
identification number of a device of a user who performed this transmissionand 
registers it into the above-mentioned database. 

[Claim 17]A storage which it is the storage according to claim 15 or 16and a step 
which transmits the above-mentioned decryption key is the device identification 
information of a user's deviceand is characterized by enciphering the above- 
mentioned decryption key and transmitting. 

[Claim 18]A storagewherein a step which is a storage given in any 1 paragraph 
among claim 15 to claims 17and transmits the above-mentioned decryption key 
transmits a re-enciphering key for re-enciphering the above-mentioned contents 
which copy. 

[Claim 19]It is a storage given in any 1 paragraph among claim 15 to claims 18A 
storage having a step which rewrites old device identification information 
registered into the above-mentioned database to new device identification 
information when new device identification information is given by repair or 
exchange to a user's device. 

[Claim 20]A storage which is a storage given in any 1 paragraph among claim 15 to 
claims 19and is characterized by having a step charged to a user who transmitted 
the above-mentioned decryption key. 

[Claim 21]Are a storage of a statement given in any 1 paragraph among claim 15 
to claims 20and in the above-mentioned medium identification information and a 
step which carries out device identification information reception. Identification 
information attached peculiar as this device identification information to a terminal 
unit which a user usesA storage receiving one of identification information or two 
or more identification information among identification information attached 
peculiar to a secondary memory with which the above-mentioned contents are 
copiedor identification information attached peculiar to a memory by which 
external is carried out to the above-mentioned terminal unit. 
[Claim 22]An information processing program of client terminal equipment 
characterized by comprising the following. 



A step which contents enciphered with an enciphering key are memorizedand 
reads this medium identification information from a storage to which peculiar 
medium identification information was given. 

A step which reads device identification information attached peculiar to a device 
used when a user copies the above-mentioned contents. 

a step which transmits medium identification information and device identification 
information which carried out [ above-mentioned ] reading appearance at least to 
a server apparatus by the side of an administrator. 

A step which receives a decryption key replied from a server apparatus by the 
side of the above-mentioned administrator by transmitting the above-mentioned 
medium identification information and device identification informationA step which 
carries out decoding processing of the contents memorized by the above- 
mentioned storage using a decryption key which received [ above-mentioned ]and 
a step which copies contents which carried out [ above-mentioned ] decoding 
processing. 

[Claim 23]A step which is the information processing program according to claim 
22and receives the above-mentioned decryption keyA step which receives a 
decryption key enciphered and transmitted by device identification information of a 
user's deviceand carries out decoding processing of the above-mentioned 
contentsAn information processing program carrying out decoding processing of 
the contents which carry out decoding processing of the decryption key 
enciphered [ above-mentioned ]and are memorized by the above-mentioned 
storage by device identification information of a self device using this decryption 
key that carried out decoding processing. 

[Claim 24]An information processing program which is the information processing 
program according to claim 22 or 23and is characterized by having a step which 
deletes the above-mentioned decryption key after a copy of the above-mentioned 
contents. 

[Claim 25]An information processing program given [ among claim 22 to claims 24 
characterized by comprising the following ] in any 1 paragraph. 
A step which receives a re-enciphering key for re-enciphering the above- 
mentioned contents which copy transmitted from the above-mentioned 
management server device. 

A step which re-enciphers and copies contents decrypted with the above- 
mentioned decryption key with the above-mentioned re-enciphering key. 
A step which memorizes the above-mentioned re-enciphering key to a memory 
measure. 

A step which decrypts contents copied [ above-mentioned ] using a re- 
enciphering key memorized by the above-mentioned memory measure when 
reproducing contentsand is reproduced. 

[Claim 26]In a step which is an information processing program given in any 1 
paragraph among claim 22 to claims 25and transmits the above-mentioned medium 



identification information and device identification information. Identification 
information attached peculiar as this device identification information to a terminal 
unit which a user usesAn information processing program transmitting one of 
identification information or two or more identification information among 
identification information attached peculiar to a secondary memory with which the 
above-mentioned contents are copiedor identification information attached 
peculiar to a memory by which external is carried out to the above-mentioned 
terminal unit. 

[Claim 27]An information processing program of a management server device 
characterized by comprising the following. 

A step which receives device identification information which is transmitted from a 
users deviceand which was attached peculiar to this deviceand medium 
identification information attached peculiar to a storage with which contents 
enciphered with an enciphering key were memorized. 

A step which detects whether medium identification information which received 
[ above-mentioned ] is registered into a database with which medium identification 
information of a storage with which a copy of contents was performed is 
registered in the state where it was related with device identification information 
of each user's device. 

A step which transmits a decryption key for decrypting the above-mentioned 
contents to a user's device when un-registering of the above-mentioned device 
identification information is detected. 

[Claim 28]An information processing program which is the information processing 
program according to claim 27and is characterized by having a step which relates 
medium identification information to which the above-mentioned decryption key 
was transmitted with a device identification number of a device of a user who 
performed this transmissionand registers it into the above-mentioned database. 
[Claim 29]An information processing program which it is the information 
processing program according to claim 27 or 28and a step which transmits the 
above-mentioned decryption key is the device identification information of a user's 
deviceand is characterized by enciphering the above-mentioned decryption key 
and transmitting. 

[Claim 30]An information processing programwherein a step which is an 

information processing program given in any 1 paragraph among claim 27 to claims 

29and transmits the above-mentioned decryption key transmits a re-enciphering 

key for re-enciphering the above-mentioned contents which copy. 

[Claim 31]It is an information processing program given in any 1 paragraph among 

claim 27 to claims 30An information processing program having a step which 

rewrites old device identification information registered into the above-mentioned 

database to new device identification information when new device identification 

information is given by repair or exchange to a user's device. 

[Claim 32]An information processing program which is an information processing 

program given in any 1 paragraph among claim 27 to claims 31 and is characterized 



by having a step charged to a user who transmitted the above-mentioned 
decryption key. 

[Claim 33]Are an information processing program of a statement given in any 1 
paragraph among claim 27 to claims 32and in the above-mentioned medium 
identification information and a step which carries out device identification 
information reception. Identification information attached peculiar as this device 
identification information to a terminal unit which a user usesAn information 
processing program receiving one of identification information or two or more 
identification information among identification information attached peculiar to a 
secondary memory with which the above-mentioned contents are copiedor 
identification information attached peculiar to a memory by which external is 
carried out to the above-mentioned terminal unit. 

[Claim 34]When copying contents enciphered and memorized with an enciphering 
key with a users device to which a peculiar device identification number was given 
by storage to which peculiar medium identification information was givenThe 
above-mentioned device identification information and the above-mentioned 
medium identification information are transmitted to a management server device 
from the above-mentioned deviceMedium identification information of a storage 
with which a copy of contents was performed in a database registered in the state 
where it was related with device identification information of each user's device. 
The above-mentioned management server device detects whether medium 
identification information transmitted from the above-mentioned users device is 
registeredA copy management method which transmits a decryption key for 
decrypting the above-mentioned contents from the above-mentioned management 
server device to a users device to the above-mentioned database when the 
above-mentioned medium identification information is unregistered. 
[Claim 35]Contents enciphered with an enciphering key are memorizedand from a 
storage to which peculiar medium identification information was given. Read this 
medium identification information and device identification information attached 
peculiar to a device used when a user copies the above-mentioned contents is 
readby transmitting medium identification information and device identification 
information which carried out [ above-mentioned ] reading appearance at least to 
a server apparatus by the side of an administratorand transmitting the above- 
mentioned medium identification information and device identification 
information.An information processing method of client terminal equipment which 
carries out decoding processing of the contents which receive a decryption key 
replied from a server apparatus by the side of the above-mentioned 
administratorand are memorized by the above-mentioned storage using a 
decryption key which received [ above-mentioned ]and copies contents which 
carried out [ above-mentioned ] decoding processing. 

[Claim 36]Device identification information which is transmitted from a user s 
device and which was attached peculiar to this deviceln and the state where 
received medium identification information attached peculiar to a storage with 
which contents enciphered with an enciphering key were memorizedand it was 



related with device identification information of each user s device. In a database 
with which medium identification information of a storage with which a copy of 
contents was performed is registered. An information processing method of a 
management server device which transmits a decryption key for decrypting the 
above-mentioned contents to a user's device when it detects whether medium 
identification information which received [ above-mentioned ] is registered and 
un-registering of the above-mentioned device identification information is 
detected. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This inventionFor examplethe storage with which the 
information processing program of a copy management system and client terminal 
equipment which performs copy management of computer programssuch as game 
contentsmovie contentsa music contentand an application programwas memorized 
and in which computer reading is possibleThe information processing program of 
the storage with which the information processing program of the management 
server device was memorized and in which computer reading is possibleand client 
terminal equipmentan information processing program of a management server 
devicea copy management methodan information processing method of client 
terminal equipmentAnd it is related with the information processing method of a 
management server device. 
[0002] 

[Description of the Prior Art]In todaythe video game machine which performs a 
video game based on the game contents memorized by storagessuch as CD- 
ROMDVD-ROMor semiconductor memoryhas spread widely. 
[0003]A user purchases the storage with which desired game contents were 
memorizedreproduces this storage with a video game machineand performs a 
video game. When the mostthe user buys and arranges a new video game gradually. 
For this reasonthe storage with which each game contents were memorized will be 
accumulated to the user with days and months. 

[0004]Howeverone reproducing mechanism of a storage is provided in the video 
game machine in many cases. For this reasonwhen a different video game was 
performedthe storage with which the video game machine is equipped now was 
taken outand very troublesome work [ say / newly reequipping with the storage 
with which the game contents which it will try to perform from now on were 
memorized ] was needed. 
[0005] 

[Problem(s) to be Solved by the Invention]This applicant is indicating the video 
game machine which made possible built-in or external [ of the mass hard disk 
drive (HDD) of tens of OrderG (G) ]for example. 



[0006]In the case of this video game machinethe game contents memorized by 
each storage can be copied to HDDrespectivelyand desired game contents can be 
reproduced and used from this HDD. By using this HDDthe time and effort which 
detaches and attaches a storage to the reproducing mechanism of a video game 
machine is omissible. 

[0007]Only the user who computer programssuch as game contentspurchased 
here software with which the computer program was memorizedand received justly 
is usable ****. 

[0008]Howeverwhen the copy of the computer program memorized by the storage 
is enabled at a secondary-storage mediumwe are anxious about the illegal copy 
which uses the computer program memorized by one storage for a secondary- 
storage medium in two or more users copying itrespectively. 
[0009]It is this invention's being made in view of an above-mentioned technical 
problemand performing copy management which enables the copy of a computer 
program only to a valid userPrevention of an unauthorized use of contentsetc. A 
storage with which the information processing program of the copy management 
system and client terminal equipment which were planned was memorized and in 
which computer reading is possiblea storage with which the information processing 
program of the management server device was memorized and in which computer 
reading is possiblean information processing program of client terminal equipmentlt 
aims at offer of the information processing program of a management server 
devicea copy management methodthe information processing method of client 
terminal equipmentand the information processing method of a management server 
device. 
[0010] 

[Means for Solving the Problem]This invention attaches a peculiar identification 
number to a storage which made contents enciphered with an enciphering key 
memorizeand distributes it to a user. An identification number is given also to a 
device used when a user copies contents. 

[001 1] When the above-mentioned device copies contentsit transmits an 
identification number of the above-mentioned storageand an identification number 
of a device to a management server device. A management server device has the 
database with which an identification number of a device which each user uses 
was registered. A management server device compares an identification number of 
a device registered into a databaseand an identification number of a device 
transmitted from a user's deviceand specifies a user. A management server device 
transmits a decryption key for decrypting contents memorized by storage to a 
user's devicewhen a user is specified by performing this collation. 
[001 2]A user's device decrypts contents memorized by the above-mentioned 
storage based on a decryption key distributed from this administrator sideand 
copies contents. 

[001 3]A copy of contents can be permitted by this only to a regular user who is an 

owner of a storageand an illegal copy of contents can be prevented. 

[0014] 



[Embodiment of the Invention]This invention is applicable to the copy management 
system which performs copy management of a computer program. 
[0015]As a computer programthere are game contentsa music contentmovie 
contentsan application programetc.for example. As a storage with which the 
computer program was memorizedthere is semiconductor memory besides optical 
discssuch as DVD-ROM and CD-ROM. As a secondary-storage medium used as 
the copy destination of a computer programthere are a hard disk (HD)DVD-RAMa 
magneto-optical disc (MO)etc. 

[0016]Hereafterthe above-mentioned game contentsa music contentmovie 
contentsan application programetc. are named genericallyand it is only considered 
as "contents." 

[001 7][Entire configuration of a copy management system] The entire 
configuration of the copy management system used as a 1st embodiment of this 
invention is first shown in drawing 1 . As shown in this drawing 1 the copy 
management system of this 1st embodiment has the client terminal equipment 1 
provided with the regenerative function (execution function) of the contents 
memorized by the optical discand the communication function through a network. 
[0018]The hard disk drive 2 (HDD) for copying the contents memorized by the 
optical disc is connected to this client terminal equipment 1. 
[0019]Communication MODEM 6 for aiming at connection with networkssuch as 
the Internet 5is connected to this client terminal equipment 1. 
[0020]Communication MODEM 6 may be formed in an external form to the client 
terminal equipment 1as shown in this drawing 1 . Communication MODEM 6 may be 
formed in the form of built-in in the client terminal equipment 1. 
[0021]The copy management system has the system server device 4 provided 
with the database 3 with which user entry information was memorized. 
[0022]The copy management system of this 1st embodiment comprises that this 
system server device 4 and the above-mentioned client terminal equipment 1 are 
mutually connectedfor example via the network of Internet 5 grade. 
[0023][Composition of client terminal equipment] The perspective view of the 
appearance of the client terminal equipment 1 is shown in drawing 2 . this — the 
controller terminal areas 7A and 7B and the memory card applied parts 8A and 8B 
are formed in the front-face side of the client terminal equipment 1 so that it may 
be shown figure 2 . 

[0024]To the front-face side of this client terminal equipment 1. The two USB 
contact buttons 9 to which the apparatus (USB:Universal Serial Bus) 
corresponding to USB is connectedand the IEEE1394 contact button 10 which can 
respondfor example to the data transfer rate of a maximum of 400 Mbps(es) are 
formed. 

[0025]The disk applied part 1 1 of the tray mold with which it is equipped with an 
optical disc is formed in the front-face side of this client terminal equipment 1. 
[0026]The reset button 12 for resetting execution operation and reproduction 
motion of contents and the tray manual operation button 13 for operating receipts 
and payments of the tray of the optical disc applied part 1 1 are formed in the 



front-face side of this client terminal equipment 1. 

[0027]An electric power switchthe voice image output terminal (AV multi output 
terminaOthe PC Card slotthe optical digital output terminalthe AC power input 
terminaletc. are provided in the back side of the client terminal equipment 1. 
[0028]AV multi output terminal is connected to the television receiver 18 for a 
monitor via the AV cable 17. The video signal and audio signal which are outputted 
from the client terminal equipment 1 are supplied to the television receiver 18 for 
a monitor via this AV multi output terminal and the AV cable 17. Therebythe image 
of the above-mentioned contents is displayed on the television receiver 18. The 
sound of the above-mentioned contents is pronounced via the loudspeaker device 
of a television receiver. 

[0029]The controller 14 is connected to the controller terminal areas 7A and 7B 
via the controller cable 1 5respectively. 

[0030]The memory card applied parts 8A and 8B are equipped with the memory 
card for a save etc. which perform a save (memory) and read-out of game data. 
[0031][Composition of a hard disk drive] Nextin drawing 2 the case currently laid in 
the upper face part of the client terminal equipment 1 is the hard disk drive 2 
(henceforth HDD2). This HDD2large hard diskssuch as 40 GBare provided in the 
inside. The game contents memorized by DVD-ROM for about ten sheets can be 
copied to this HDD2. 

[0032]The power indicator 20 by which a lighting drive is carried outand the write- 
in indicator lamp 21 by which a lighting drive is carried out by being interlocked 
with the writing to a hard disk are formed in the power up at the front-face side of 
HDD2. The electric power switch and the data input/output terminal are provided 
in the back side of HDD2 at least. 

[0033]A PC card is inserted in the above-mentioned PC Card slot provided in the 
back side of the client terminal equipment 1 when connecting HDD2 to the client 
terminal equipment 1. The end of a connecting cable is connected to a PC card in 
this state. The other end of a connecting cable is connected to the data 
input/output terminal of HDD2. Therebythe client terminal equipment 1 and HDD2 
are electrically connected mutually. 

[0034]In this exampleHDD2 is a different body in the client terminal equipment 
land we decided to carry out external to the client terminal equipment 1. 
Howeverthis HDD2 may be provided in the form built in the client terminal 
equipment 1. 

[0035]It was presupposed that the client terminal equipment 1 and HDD2 are 
connected with a PC card via a connecting cable. Howevercontact buttonssuch as 
a USB contact button and an IEEE1394 contact buttonare provided in the back 
side (or it may be a front-face side.) of HDD2and it may be made to connect 
HDD2 to the client terminal equipment 1 via this contact button. 
[0036][Electric constitution of client terminal equipment] Next drawing 3 is a block 
diagram of the client terminal equipment 1. As shown in this drawing 3 the client 
terminal equipment 1 has CPU30the graphic processor 31 (GPU)and 10 processor 
32 OOP). 



[0037]The client terminal equipment 1 is provided with the following. 

The optical-disc-controlling part 33 which performs reproduction control of optical 

discssuch as CD-ROM and DVD-ROM. 

Sound processor unit 34 (SPU). 

[0038]The client terminal equipment 1 is provided with the following. 
MASK-ROM35 in which the operating system program which CPU30 and IOP32 
execute was stored. 

RAM36 which functions as a buffer which stores temporarily the data read from 
the work area and optical disc of CPU30. 

[0039]The client terminal equipment 1 has CD/DVDDSP38 which performs and 
outputs error correction processing (CIRC processing) etc. as opposed to the 
reproducing output from the optical disc supplied via RF amplifier 37 of the 
optical-disc-controlling part 33. 

[0040]The client terminal equipment 1 has the driver 39 and the mechanical- 
completion troller 40 which perform the roll control of the spindle motor of the 
optical-disc-controlling part 33the focus/tracking control of an optical 
pickuploading control of a disk trayetc. 

[0041]The client terminal equipment 1 has the card shape connector 41 to which 
the above-mentioned PC card is connected. 

[0042]These each part is mainly mutually connected via the bus line 42 and 43 
gradesrespectively. 

[0043]Reproduction of the movie contents memorized by DVD-ROM is performed 
based on the DVD driver SOUFUTO wear memorized by the memory card. Or 
reproduction of movie contents is performed based on the DVD driver SOUFUTO 
wear printed on the semiconductor memory 44 (DVD Player ROM) built in in the 
client terminal equipment 1. 

[0044]The operating system program is memorized by MASK-ROM35. CPU30 
controls operation of the client-terminal-equipment 1 whole based on the 
operating system program memorized by this MASK-ROM35. 

[0045]The hardware identification number (hardware ID) of the controller terminal 
areas 7A and 7Bthe memory card applied parts 8A and 8B and the controller 14 
connected to the card shape connector 41the memory card 16and the HDD2 
grade is also memorized by MASK-ROM35. Based on hardware ID memorized by 
this MASK-ROM35IOP32It communicates with the hardware of the controller 
14the memory card 16and HDD2 gradeand the hardware connected to each 
contact buttons 7A7B8Aand 8B and card shape connector 41 grade is specified 
and recognized. 

[0046]Hardware ID means ID generically attached to each hardware so to speak 
like one ID by one ID and the memory card 16 whole by the client-terminal- 
equipment 1 whole at one ID and the HDD2 whole. 

[0047]On the other handclient IDMC-IDand HDD-ID which are mentioned later are 
every client terminal equipmentevery memory card 16and ID peculiar to each 



hardware attached for every HDD2respectively. 

[0048]GPU31 is stored in the frame buffer which draws according to the drawing 
indication from CPU30and does not illustrate the drawn picture. GPU31 has a 
function as a geometry transfer engine which processes coordinate conversion etc. 
[0049]This GPU31 constitutes a virtual three-dimensional object from a set of the 
polygon of triangular shapewhen the game contents currently recordedfor example 
on the optical disc use what is called 3D graphics. And GPU31 performs many 
calculations for generating the picture acquired by photoing this three-dimensional 
object with a virtual camera device. That isGPU31 performs transparent 
transformation processing in the case of performing a rendering (calculation of the 
coordinate value at the time of projecting the peak of each polygon which 
constitutes a three-dimensional object on a virtual camera screen)etc. 
[0050]GPU31 draws to a frame bufferusing a geometry transfer engine if needed 
according to the drawing indication from CPU30. And the video signal (visual out) 
corresponding to this picture that drew is outputted. 

[0051]On the other handSPU34 is reproducing the data point remembered to be 
the ADPCM function decoding which reproduces the voice data by which adaptive 
predictive coding was carried out by the sound bufferlt has the regenerative 
function which reproduces and outputs audio signalssuch as a sound effect (audio 
ouOthe abnormal-conditions function which is made to modulate the data point 
memorized by the sound bufferand is reproducedetc. This SPU34 operates as 
what is called a source of a sampling sound. SPU34 generates audio signalssuch 
as musical tone and a sound effectbased on the data point memorized by ** Li 
and the sound buffer from CPU30 to directions. 

[0052]As for such client terminal equipment 1if a power supply is switched 
onCPU30 and 10P32 will read the operating system program for CPU30and the 
operating system program for IOP32 from MASK-ROM35respectively. 
[0053JCPU30 controls each part of the client terminal equipment 1 by the 
operating system program for CPU30 in generalization. IOP32 controls input and 
output of the data between the controller 14the memory card 16and HDD2 grade 
by the operating system program for IOP32. 

[0054]After CPU30 performs initialization processingssuch as operation 
confirmingbased on the operating system program for CPU30it controls the 
optical-disc-controlling part 33and carries out reproduction control of the 
contents currently recorded on the optical disc. 
[0055]When the reproduced contents are game contents of a video 
gameCPU30According to the directions (command) from the player received from 
the controller 14 via IOP32GPU31 and SPU34 are controlled and utterance of the 
display of the picture of game contentsa sound effectmusical toneetc.etc. is 
controlled. 

[0056]When the reproduced contents are movie contentsaccording to the 
directions from the player received from the controller 14 via IOP32CPU30 
controls GPU31 and SPU34 and controls the display of the image of movie 
contentsaudio utteranceetc. 



[0057][Copy management activities] Such a copy management system is managed 
as followswhen the contents memorized by the optical disc are copied to HDD2. 
[0058][Installation of an installer] Firstwhen this copy management system copies 
the contents memorized by the optical disc to HDD2it needs to execute the 
application program for copy control (installer) with the client terminal equipment 1. 
In the case of this examplethe installer is memorized by the optical disc with 
contents. The client terminal equipment 1 installs an installer before copy **** of 
contents. 

[0059]When installing an installera user equips the client terminal equipment 1 with 
the optical disc in which the installer is memorized. If equipped with this optical 
discCPU30 of the client terminal equipment 1 will read the installer memorized by 
the optical disc according to operation of a user's controller 14 automatically (auto 
run)and will carry out storage control of this to memory card 16 or RAM36. 
[0060]The installer memorized by this memory card 16 or RAM36 is performed by 
CPU30 when a user specifies the copy of the contents memorized by the optical 
disc. CPU30 is performing this installer and performs copy control of contents. 
[0061]An installer manufactures the optical disc in which only the installer was 
memorized by the system contractor sideand it may be made to distribute this to 
a user. Or the memory card in which the installer was memorized by the system 
contractor side is manufacturedand it may be made to distribute this to a user. In 
this caseinstall work of an installer can be made omissible. 

[0062]Or ROM the installer was remembered to be may be provided in the client 
terminal equipment 1. Even in this caseinstall work of an installer can be made 
omissible. 

[0063][Encryption of contents] Encryption processing is performed to the 
contents memorized by the optical disc using a symmetrical key (contents key: 
Content-Key) which is different for every contents as shown in drawing 4 . "Media 
unique ID (media unique ID:MID)" which becomes peculiar for every optical disc 
besides the contents by which encryption processing was carried out in this way is 
memorized by the optical disc. 

[0064][User registration] Nextin the copy management system of this 1st 
embodimentwhen copying contents to HDD2 from an optical discit registers for 
the system server device 4 as a user using "memory card ID (MC-ID)" given to 
each memory card 1 6 peculiar. The copy of contents is not permitted when this 
user registration is not performed. 

[0065] Drawing 5 is a flow chart which shows a flow until a user registers as a user 
to the system server device 4. Drawing 6 is a mimetic diagram of the copy 
management system concerned in which the information transmitted and received 
by this user registration between the client terminal equipment 1 and the system 
server device 4 is shown. 

[0066]User registration operation is explained using this drawing 5 and drawing 6 . 
The flow chart of drawing 5 is started because a user switches on the main power 
of the client terminal equipment 1. 

[0067]In Step S1a user connects his own client terminal equipment 1 to the 



system server device 4 via the Internet 5. 

[0068]As shown in drawing 1 specificallycommunication MODEM 6 for Internet 
connectivities is connected to this client terminal equipment 1 (or built-in). If an 
Internet connectivity is specified by the userCPU30 shown in drawing 3 will 
operate based on a predetermined WWW browserand will aim at establishment of 
the communication line between the client terminal equipment 1 concerned and 
the system server device 4 via this communication MODEM 6. Therebythe 
distance of this user registration progresses to Step S2. 

[0069]The identification number (MC-ID) of the memory card in which the client 
terminal equipment 1 was equipped with CPU30 in Step S2The transmission 
control of the peculiar identification number (HDD-ID) attached for every peculiar 
identification number (client ID) attached for every client terminal equipment and 
HDD2 is carried out to the system server device 4. 

[0070]If the communication line of the system server device 4 and the client 
terminal equipment 1 is establishedspecificallyCPU30 will communicate with the 
client terminal equipment 1HDD2and the memory card 1 6respectively. The 
identification number with which CPU30 was given to the client terminal equipment 
1 by this communication peculiar (client ID)The identification number (HDD-ID) 
attached peculiar to HDD2 and the identification number (MC-ID) given to the 
memory card 16 with which the client terminal equipment 1 was equipped peculiar 
are acquiredrespectively. 

[0071]CPU30 transmits these identification numbers to the system server device 
4 sideas shown in drawing 6 . Therebythe distance of this user registration 
progresses to Step S3. 

[0072]Information is encipheredtransmitted and receivedfor example based on 
communications protocolssuch as SSL (Secure Sockets Layer)and communicative 
safety is secured between the client terminal equipment 1 and the system server 
device 4. 

[0073]In this exampleCPU30 is communicating with each device and decided to 
acquire client IDHDD-IDand MC-IDand to transmit to the system server device 4 
side. Howeverthe user is stuck on the client terminal equipment 1HDD2and the 
memory card 16 for client IDHDD-IDand MC-ID in the ability to be recognized 
visually at each caserespectively. For this reasonthis client IDHDD-IDand MC-ID 
are seenand a user operates the controller 14inputs each ID manuallyand may be 
made to transmit to the system server device 4 side. 

[0074]Nextin Step S3the identification number (MC-ID) of the memory card in 
which the system server device 4 was transmitted by this user distinguishes 
whether it is effective ID. In this step S3this user registration distance progresses 
to step S4when MC-ID to which the system server device 4 was transmitted by 
the user distinguishes that it is effective IDand when it distinguishes that MC-ID 
transmitted by the user is invalid IDit progresses to Step S7. 

[0075]Specificallythe system server device 4 has the database 3 which memorized 
client ID of alt the client terminal equipment 1 HDD-ID of all the HDD2and MC-ID 
of all the memory cards 1 6. 



[0076]the system server device 4 — the client terminal equipment 1 from a 
userHDD2and the memory card 16 — eachif peculiar ID is transmittedFirstMC-ID 
which is peculiar ID of the memory card 16 transmitted by the userand each MC- 
ID registered into the database 3 are comparedand it is distinguished whether the 
same MC-ID as MC-ID of the memory card 16 transmitted by the user is 
registered into the database 3. 

[0077]That isthe system server device 4 distinguishes whether MC-ID of the 
memory card 16 transmitted by the user is the same as MC-ID regularly 
registered into the database 3. 

[0078]When MC-ID of the memory card 16 transmitted by the user is in 
agreement with neither of MC-ID regularly registered into the database 3as for the 
system server device 4access of this user registration is judged to be access of 
unjust user registration. In this casethe system server device 4 replies the 
message which refuses user registration of "being unable to register as a user in 
this memory card" to the client-terminal-equipment 1 side in Step S7 (invalid 
notice). By thisthis user registration distance will be completed in the form where 
user registration was interrupted. 

[0079]When MC-ID of the memory card 16 transmitted by the user is in 
agreement with one which is regularly registered into the database 3 of MC-IDon 
the other handthe system server device 4In step S4the user ID (User ID) which is 
peculiar ID of the user who has accessed the system server device 4 is formed 
nowfor example using a random number etc. 

[0080]And as shown in drawing 6 the system server device 4 with the user's client 
IDHDD-IDand MC-ID. The user ID (User ID) which is the above-mentioned user's 
peculiar IDand MC-Key explained later are put togetherand it registers with the 
database 3 of the system server device 4 by making this into "user entry 
information." 

[0081]Thusthe copy management system of the embodiment concerned specifies 
each user in the combination of three IDthe client terminal equipment 1 which 
each user ownsHDD2and the memory card 16and registers him into the database 
3. 

[0082]Since it is not possibleit can register by registering as a user based on 
these three ID that the client terminal equipment 1HDD2and three ID of the 
memory card 16 are altogether in agreement among different users as a user by 
certainly specifying a user. The illegal copy of the contents recorded on the 
optical disc mentioned later by this can be prevented more powerfully. 
[0083]In the case of user registrationonly "MC-ID" and "client ID"It may be made 
to register as a user by transmitting "HDD-ID"MC-ID and client IDMC-ID and 
HDD-IDor "client ID and HDD-ID" to the system server device 4 side, not 
overlapping among different users in these casessince each ID is peculiar 
IDrespectively — a user — abbreviated ** — it can register as a user by certainly 
specifying. 

[0084]Nextwhen the distance of user registration progresses to Step S5the 
system server device 4As a proof which user registration completed regularlyuser 



ID (User ID) is enciphered by MC-Key among the user entry information formed by 
the above-mentioned step S4and this is replied to the client-terminal-equipment 1 
side. 

[0085][MC-Key] Herethe above "MC-Key" is the key information for enciphering 
the information transmitted and received between the client terminal equipment 1 
and the system server device 4. This MC-Key is beforehand memorized in the 
memory card 16 with MC-ID. 

[0086]It is stuck on the case of the memory card 16 so that a user can recognize 
MC-ID visuallybut it is remembered in the memory card 16 that a user cannot 
recognize this MC-Key visually. This MC-Key has been the high information on 
confidentiality that neither a display nor an output is performedeven when a user 
reproduces the information memorized in the memory card 16. For this reasonthis 
MC-Key cannot be recognized by user levels. 

[0087]MC-Key memorized by each memory card 16 with MC-ID of all the memory 
cards 16 is memorized by the database 3 of the system server device 4. When 
MC-Key is neededread and refer to MC-Key for the system server device 4 from 
this database 3. For this reasonMC-Key is not transmitted from the client terminal 
equipment 1 to the system server device 4. 

[0088]ThusMC-Key has been the high information on confidentiality which cannot 
recognizeand is not transmitted and received between the client terminal 
equipment 1 and the system server device 4 in user levels. 

[0089]By making unnecessary transmission and reception of MC-Key between the 
client terminal equipment 1 and the system server device 4MC-Key can prevent 
the inconvenience monitored by the third party. 

[0090]When the system server device 4 replies user ID (User ID)it chooses MC- 
Key corresponding to a user's memory card 16 accessed now from MC-Key 
beforehand memorized by the database 3. And user ID (User ID) is enciphered 
using this selected MC-Keyand it replies to the client terminal equipment 1. 
[0091]This MC-Key is used when decrypting the above-mentioned user ID (User 
ID)media unique ID (media unique ID (MID))a contents key (Content-Key)and 
Content-Gen-Keyrespectively. 

[0092]MID is ID attached peculiar for every optical disc. A contents key is the 
encryption key used when carrying out encryption processing of the contents 
recorded on the optical disc. Content-Gen-Key is an encryption key used when 
performing re-encryption processing to the contents copied to HDD2. 
[0093]The client terminal equipment 1 decrypts the contents played from the 
optical disc using the above-mentioned contents key. And the client terminal 
equipment 1 carries out re-encryption processing using above-mentioned 
Content-Gen-Keyand copies these decrypted contents to HDD2. It mentions later 
in detail. 

[0094]Nextif user registration distance progresses to Step S6the client terminal 
equipment 1 will carry out storage control of the user ID (User ID) replied from the 
system server device 4 side to the memory card 16. Therebythe complete process 
cycle of the user registration shown in the flow chart of this drawing 5 is 



completed. And at this timethe user ID (User ID) enciphered by MC-Key with MC- 
ID and MC~Key which are beforehand memorized as shown in drawing 6 will be 
memorized by the memory card 16. 

[0095][Registration of media unique IDand acquisition of a contents key] Nextonly 
by lending the memory card 16 in which MC-IDMC-Keyand user ID (User ID) were 
recorded to other usersif the copy of the contents currently recorded on the 
optical disc is enabled any number of times HDD2It becomes possible to copy 
unjustly the contents currently recorded on the optical disc to other users' 
HDDand other users are not desirable thingseither. 

[0096]When copying contents to HDD2 in the case of this copy management 
systema user transmits peculiar media unique ID (media unique ID (MID)) attached 
for every optical disc via the client terminal equipment 1 to the system server 
device 4 side. The system server device 4 registers media unique ID transmitted 
by the userand it transmits the contents key for decrypting the enciphered 
contents to a user. The client terminal equipment 1 decrypts the contents 
currently recorded on the optical disc using a contents keyand copies them to 
HDD2. For this reasonreceiving this contents key means that the copy of contents 
was permitted from the system server device 4 to the client terminal equipment 1. 
[0097]The system server device 4 transmits a contents keyafter checking that 
transmission of the contents key had not been performed in the past to media 
unique ID which received from the client terminal equipment 1. 
Therebytransmission of the contents key to the same media unique ID can be 
restricted only at once. 

[0098]For exampleafter a certain user copies the contents memorized by the 
optical disc purchased by itself to his HDD2suppose that this optical disc was lent 
to other users. When other users copy contents to HDD2they transmit media 
unique ID of the lent optical disc to the system server device 4. 
[0099]Howeverthe history which shows that transmission of the contents key was 
performed remains in the system server device 4 side to media unique ID of the 
optical disc. In this casedistribution of a contents key does not perform the 
system server device 4 to other users. Other users who cannot obtain a contents 
key cannot copy contents to HDD2. This copy management system was carried 
out in this wayand has prevented the illegal copy of contents. 
[0100]A flow until registration and the user of media unique ID (MID) acquire a 
contents key to the flow chart of drawing 7 is shown. Each information transmitted 
and received between the client terminal equipment 1 and the system server 
device 4 in the case of acquisition of a contents key in the case of the registration 
of media unique ID to drawing 8 is shown. 

[0101]Registration of media unique ID (MID) and the acquisition operation of a 
contents key are explained using this drawing 7 and drawing 8 . The registration of 
media unique ID (MID) and the acquisition distance (registration acquisition 
distance) of a contents key which are shown in the flow chart of this drawing 7 are 
performed [ that the user is terminating the above-mentioned user registration 
regularly and ] as a premise. 



[0102]Firstin Step S11the client terminal equipment 1 aims at establishment of the 
communication line between the system server devices 4. Therebythis registration 
acquisition distance progresses to Step S12. 

[0103]In this examplethe communication line established between the client 
terminal equipment 1 and the system server device 4 after the above-mentioned 
end of user registration is once cutAt the time of execution of this registration 
acquisition distanceit is the explanation which establishes the communication line 
between the client terminal equipment 1 and the system server device 4 again. 
[0104]Howeverit may be made to perform this registration acquisition 
distancewithout cutting the communication line established between the client 
terminal equipment 1 and the system server device 4 after the above-mentioned 
user registration. In this casethis registration acquisition distance will skip Step 
S1 land will progress to Step S12 from a start. 

[0105]Nextin Step S12the client terminal equipment 1 transmits the user ID (User 
ID) and MC-ID which were acquired as mentioned above to the system server 
device 4. The client terminal equipment 1 transmits media unique ID (MID) 
attached peculiar with this user ID and MC-ID to the optical disc in which the 
contents to be copied to HDD2 from now on were memorized to the system 
server device 4 side. 

[0106]CPU30 communicates with the memory card 1 6and as shown in drawing 
8specificallyit transmits MC-ID to the system server device 4 side. CPU30 reads 
the user ID enciphered by MC-Key as mentioned above from the memory card 
16and transmits to the system server device 4 side. CPU30 enciphers media 
unique ID (MID) which controlled the optical-disc-controlling part 33 and was 
played from the optical disc by MC-Keyand transmits this to the system server 
device 4 side. 

[0107]It may be made to transmit client ID and HDD-ID to the system server 
device 4 side with each of these information. Client ID and HDD-ID can be used 
for a user's specification with above-mentioned MC-ID. A user can be specified 
more correctly than the case where a user is specified only by MC-IDby specifying 
a user using three IDMC-IDclient IDand HDD-ID. 

[0108]The information transmitted and received between the client terminal 
equipment 1 and the system server device 4 is encipheredtransmitted and 
receivedfor example based on communications protocolssuch as SSL (Secure 
Sockets Layer). Therebyhigh communication of safety can be performed between 
the client terminal equipment 1 and the system server device 4. 
[0109]Nextin Step S13the user ID (User ID) to which the system server device 4 
was transmitted from the client-terminal-equipment 1 side distinguishes whether 
it is effective ID. In this step S13when the system server device 4 distinguishes 
that user ID is effectivethis registration acquisition distance progresses to Step 
S14. On the other handin this step S13when the system server device 4 
distinguishes that user ID is invalidthis registration acquisition distance progresses 
to Step S17. 

[01 10]Specificallythe system server device 4 reads MC-Key corresponding to this 



MC-ID with reference to the database 3 based on MC-ID (and client IDHDD-ID) 
transmitted from the client-terminal-equipment 1 side. And the system server 
device 4 decrypts the user ID (User ID) and media unique ID (MID) which were 
enciphered and transmitted by MC-Key based on this MOKeyrespectively. 
[01 1 1]As mentioned aboveuser ID (User ID)MC-IDclient IDHDD-IDetc. are 
memorized as user entry information by the database 3 by the side of the system 
server device 4. For this reasonthe system server device 4 searches User 
Information in the database 3 based on MC-ID (client ID and HDD-ID). And the 
system server device 4 compares the user ID (User ID) within this User 
Informationand the user ID (User ID) of the user who is accessing the present 
system server device 4 side. The system server device 4 judges the user who is 
accessing the present system server device 4 side to be a regular userwhen 
above-mentioned both are in agreement. Therebythis registration acquisition 
distance progresses to Step S14. 

[01 12]The system server device 4 On the other handthe user ID (User ID) within 
User Information of the database 3When the user ID (User ID) of the user who is 
accessing the present system server device 4 side is inharmoniousit is judged that 
the user ID (User ID) is invalid. And the system server device 4 has [ in / Step 
S17 ] invalid "user ID. Please register as a user. The message which stimulates 
user registration of " etc. for the second time is replied to the client-terminal- 
equipment 1 side (invalid notice). This will be completed in the form where this 
registration acquisition distance was interrupted. 

[0113]Nextin Step S14the contents currently recorded on the users optical disc 
which the system server device 4 is accessing now distinguish whether there is 
any history copied in the past. 

[01 14]Specificallyin the case of this copy management systemall media unique ID 
(MID) given to each optical discrespectively is registered into the database 3. The 
system server device 4 leaves the history of a copy by setting a flag to media 
unique ID (MID) of the database 3when the copy of contents is performed. 
[01 15]For this reasonthe system server device 4 will detect whether the flag 
stands to that media unique ID (MID)if media unique ID (MID) is decrypted. 
Therebyit can be distinguished whether the copy of contents was performed in the 
past from the optical disc which has the media unique ID (MID). 
[01 1 6]When the flag of the media unique ID (MID) does not standit means that the 
copy of contents is not performed in the past from the optical disc to which the 
media unique ID (MID) was given. For this reasonthe system server device 4 sets 
the flag of that media unique ID (MID) in the database 3. The system server device 
4 registers into that user's user entry information media unique ID (MID) which set 
this flagand advances this registration acquisition distance to Step S15. 
[0117]On the other handwhen the flag of the media unique ID (MID) standsit 
means that the copy of contents is performed from the optical disc to which the 
media unique ID (MID) was given in the past. For this reasonthe system server 
device 4 replies the message which refuses the copy of the contents of "being 
unable to copy contents from these media" to the client-terminal-equipment 1 



side in Step S17 (invalid notice). This will be completed in the form where this 
registration acquisition distance was interrupted. 

[01 18]NextStep S15 is a step which progresses when the copy of contents is not 
performed from the user's optical disc in the past. In this casethe system server 
device 4 enciphers the contents key (Content-Key) which enciphered the 
contents currently recorded on the optical disc using MC-Key of that user's 
memory card 16. And this enciphered contents key is transmitted to the client- 
terminal-equipment 1 side. Transmission of this contents key means that the copy 
of the contents currently recorded on the optical disc from the system server 
device 4 side to the user was permitted. 

[01 19]MC-Key is attached peculiar to the memory card 16 which the user owns. 
For this reasonit can limit only to the user who has the memory card 16 in which 
that MC-Key was memorized in the user who can decrypt and use this contents 
key. Thereforethe above-mentioned contents key can be safely transmitted only 
to a regular user. 

[0120]The system server device 4 reads HDD-ID of the clients ID and HDD2 of 
the client terminal equipment 1 which the user is using based on the user entry 
information memorized by the database 3. It enciphers by "contents JIENKI 
(Content-Gen-Key)" which formed these each IDfor example using the random 
numberand the system server device 4 is replied to the client-terminal-equipment 
1 side. 

[0121]The system server device 4 enciphers by above-mentioned MC-Keyand 
replies contents JIENKI (Content-Gen-Key) used when enciphering client ID and 
HDD-ID to the client-terminal-equipment 1 side. 

[01 22] Although explained laterthe client terminal equipment 1 compares client ID 
replied from the system server device 4and client ID of the client terminal 
equipment 1 concerned. The client terminal equipment 1 compares HDD-ID 
transmitted from the system server device 4and HDD-ID of HDD2 connected to 
the client terminal equipment 1 concerned. And two above-mentioned client ID 
and two above-mentioned HDD-ID check that it is in agreementrespectivelyand 
the client terminal equipment 1 copies contents. 

[0123]For this reasonby replying client ID and HDD-ID which are beforehand 
registered from the system server device 4 to a user's client terminal equipment 
1The copy of contents can be enabled only in the user's client terminal equipment 
1 and the combination of HDD2 which are beforehand registered into the database 
3. 

[0124]The system server device 4 enciphers contents JIENKI which enciphered 
client ID and HDD-ID using MC-Key given to the memory card 16 which the user 
owns peculiarand replies it to a user's client terminal equipment 1. It can limit only 
to the user who has the memory card 16 in which the MC-Key was memorized by 
this in the user who can decrypt and use contents JIENKI. Thereforeabove- 
mentioned contents JIENKI can be safely transmitted only to a regular user. 
[01 25]Nextthe contents key as which the client terminal equipment 1 was 
enciphered in Step S16 by MC-Key replied from the system server device 4 side 



(Content-Key)Storage control of client ID and HDD-ID which were enciphered by 
contents JIENKI (Content-Gen-Key) enciphered by MC-Key and contents JIENKI 
(Content-Gen-Key) is carried out to the memory card 1 6respectively. Therebythe 
registration acquisition distance shown in the flow chart of this drawing 7 is 
completed. 

[0126]Thusthis copy management system permits a copy of only the contents 
memorized by the optical disc which has media unique ID (MID) which did not have 
a copied history in the past. Therebythe copy of the contents memorized by each 
optical disc can be restricted at once. For this reasonthe third party to whom the 
optical disc in which the copy of contents was performed in the past was lent 
cannot copy contents from that lent optical disc. Thereforemany users can 
prevent the unauthorized use which copies contents from the optical disc of one 
sheet. 

[0127][Copy of contents] Nexta user is acquiring this contents key (Content- 
Key)and it becomes possible to copy the contents currently recorded on the 
optical disc to HDD2. 

[0128]The flow chart and drawing 10 which drawing 9 shows the flow of this copy 
distance are a figure showing typically the information dealt with between the 
client terminal equipment 1HDD2and the memory card 16when the copy of these 
contents is performed. The copy distance of contents is explained using this 
drawing 9 and drawing 10 . 

[0129]Firstthe flow chart of drawing 9 is started by ending registration of above- 
mentioned media unique IDand the user who acquired the contents key operating 
the client terminal equipment land specifying the copy of contents. 
[0130]In Step S21IOP32 of the client terminal equipment 1 reads the contents key 
(Content-Key) and contents JIENKI (Content-Gen-Key) which were enciphered by 
MC-Keyrespectively from the memory card 16These are supplied to CPU30. 
[0131]As mentioned aboveMC-Key is heldrespectively with the system server 
device 4 and this client terminal equipment 1. For this reasonCPU30 carries out 
decoding processing of the contents key (Content-Key) and contents JIENKI 
(Content-Gen-Key) which are enciphered [ above-mentioned ] using this MC-Key 
currently held. And CPU30 carries out storage control of this contents key and 
contents JIENKI that were decrypted to RAM36. Therebythis copy distance 
progresses to Step S22. 

[0132]In Step S22IOP32 reads client ID and HDD-ID which were enciphered by 
contents JIENKI (Content-Gen-Key) from the memory card 16and supplies these 
to CPU30. CPU30 decrypts this client ID and HDD-ID using contents JIENKI 
(Content-Gen-Key) decrypted previously. 

[0133]In this step S22CPU30 compares client ID which decrypted [ above- 
mentioned ]and client ID given to the client terminal equipment 1 concerned. 
CPU30 compares HDD-ID which decrypted [ above-mentioned ]and HDD-ID of 
HDD2 connected to the client terminal equipment 1 concerned. 
[0134]Nextin Step S23CPU30 distinguishes whether each above-mentioned client 
ID and each above-mentioned HDD-ID are in agreementrespectively. When both 



are in agreementthis copy distance progresses to Step S24 that the copy of 
contents should be performed. When both are inharmoniousthis copy distance 
progresses to Step S28. 

[0135]That client ID and HDD-ID which were decrypted from the memory card 16 
are not in agreement with client ID of the client terminal equipment land HDD-IDIt 
is shown that acquisition of the above-mentioned contents key (Content-Key) is 
not performed based on client-terminal-equipment [ of a regular user ] 1 and 
HDD2. 

[0136]That isthe inaccurate user to whom the memory card 16 was lent from the 
registered user in this case shows that it is trying to copy contents. 
[0137]For this reasonCPU30 carries out display control of the message which 
refuses the copy of the contents of "being unable to copy"for example to a user. 
By thisthis copy distance will be completed in the interrupted form. 
[0138]NextStep S24 is a step which it performs when the client terminal 
equipment 1 detects coincidence of each above-mentioned client ID and each 
above-mentioned HDD-ID. In this caseCPU30 decrypts the contents played by the 
optical-disc-controlling part 33 from the optical disc using the contents key 
(Content-Key) memorized by RAM36. It re-enciphers by contents JIENKI 
(Content-Gen-Key) memorized by RAM36and CPU30 supplies these decrypted 
contents to HDD2. 

[0139]Nextin Step S25HDD2 saves the contents re-enciphered by above- 
mentioned contents JIENKI as shown in drawing 10 at a hard disk (copy). 
[0140]Nextat Step S26it is distinguished by CPU30 of the client terminal 
equipment 1 performing HDD2 and communication whether the copy of contents 
was completed. When the copy is not completedCPU30 is carrying out repeat 
execution control of the operation of the above-mentioned step S24 and Step 
S25and it supplies contents to HDD2 until the copy of contents is completed. 
Completion of the copy of contents will advance this copy distance to Step S27. 
[0141]In Step S27since the copy of contents was completedIOP32 eliminates the 
contents key (Content-Key) memorized by the memory card 16. Therebythis copy 
distance is completed. 

[0142]Thusthe contents which are enciphered by a contents key (Content-Key) 
and memorized by the optical disc are decrypted by the contents key published 
from the system server device 4and the client terminal equipment 1 copies them 
to HDD2. And the contents key (contents key published from the system server 
device 4) memorized in the memory card 16 is eliminated after the copy of these 
contents. 

[0143]As mentioned abovein order that a copied history may remain in the 
database 3 to the optical disc in which the copy of contents was performed in the 
pastthe recurrence line of a contents key does not perform the system server 
device 4 in principle. For this reasonthe system server device 4 refuses the copy 
application from the third party to whom the optical disc in which the copy of 
contents was performed once was lent based on the copied history of the above- 
mentioned database. And the system server device 4 does not transmit a contents 



key to this third party. 

[0144]Since the above-mentioned third party cannot acquire a contents keyhe 
cannot decrypt the contents memorized by the lent optical disc. For this 
reasonsince contents cannot be decrypted even if the above-mentioned third 
party is able to copy contents to secondary-storage mediasuch as HDDthese 
contents cannot be used. Thereforethis copy management system can prevent the 
unauthorized use of contents. 

[0145][Reproduction of the copied contents] Nexta user can be reincarnated 
repeatedly and can use now the contents copied to HDD2 in this way. 
[0146]The flow chart which shows drawing 1 1 the flow of the reproduction 
distance of the contents saved HDD2 is shown. In this reproduction distancethe 
mimetic diagram of the information dealt with between the client terminal 
equipment 1HDD2and the memory card 16 is shown in drawing 12 . 
[0147]The flow chart of drawing 1 1 is started because the user who terminated 
the copy of the above-mentioned contents regularly specifies reproduction of 
contents. 

[0148]In Step S31IOP32 of the client terminal equipment 1 reads contents JIENKI 
(Content-Gen-Key) enciphered by above-mentioned MC-Key from the memory 
card 16and supplies this to CPU30. CPU30 decrypts this contents JIENKI using 
MC-Key currently held by the client-terminal-equipment 1 sideand is reproduced. 
[0149]Nextin Step S32IOP32 reads client ID and HDD-ID which were enciphered 
by contents JIENKI (Content-Gen-Key) from the memory card 1 6and supplies this 
to CPU30. CPU30 decrypts this client ID and HDD-ID that were enciphered using 
contents JIENKI decrypted previously. 

[0150]Nextin Step S33CPU30 compares client ID given to the client terminal 
equipment 1 concernedand client ID decrypted by above-mentioned contents 
JIENKI. 

[0151]CPU30 compares HDD-ID of HDD2 connected to the client terminal 
equipment 1 concernedand HDD-ID decrypted by above-mentioned contents 
JIENKI. 

[0152]That each above-mentioned client ID and each above-mentioned HDD-ID 
are not in agreement shows that HDD2 of other users' memory card 16other 
users' client terminal equipment 1or other users is used. For this reasonCPU30 
displays the message which refuses reproduction of contents with 
"unreproducible" contents on a user in Step S35. By thisthe reproduction 
distance of these contents will be completed in the form interrupted. 
[0153]Thusin this copy management systemalso when reproducing the contents 
copied to HDD2collation of client ID and HDD-ID is performed. For exampleHDD2 
where the memory card 16 which a regular user ownsand contents were saved 
considers the case where it is lent to a third party. A third party will connect 
HDD2 with this lent memory card 16 to his own client terminal equipmentand the 
contents memorized in this HDD2 will be reproduced. 

[01 54]Howeverclient ID memorized in the memory card 16 is a regular user's client 
ID. For this reasonsince client ID of a third party's client terminal equipment and 



client ID memorized by the memory card 16 are not in agreementreproduction of 
the contents memorized by HDD2 is refused in a third party's client terminal 
equipment. For this reasoneven when memory card 16 and HDD2 is lentuse of the 
contents copied to HDD2 can be prevented. 

[0155]Nextwhen each above-mentioned client ID and each above-mentioned 
HDD2 are in agreementrespectivelyCPU30 decrypts the contents of HDD2 using 
contents JIENKI decrypted previouslyand memorizes this to RAM36. Therebythe 
reproduction distance of these contents is completed. 

[0156]When the contents memorized by RAM36 are game contents of a video 
gamefor exampleCPU30 operates based on these game contents. And CPU30 
carries out display control of the character of a video gamefor exampleand carries 
out pronunciation control of a sound effectBGMetc. Therebythe user can enjoy a 
video game based on the game contents copied to HDD2 from an optical disc. 
[0157]When playing game contents directly from an optical disc and performing a 
video gamewhenever it performs a new video gamethe detaching work of an optical 
disc is required. Howeverthe detaching work of the optical disc which was needed 
whenever it performed a new video game is omissible by copying to HDD2 the 
game contents recorded on each optical disc in this way. For this reasonthe start 
of a new video game can be enabled smoothly. 

[0158]Since the contents key memorized by the memory card 16 is eliminated 
after the copy of contents is completed from an optical discthe re-copy of 
contents cannot be performed. Howevercontents JIENKI memorized by the 
memory card 16 is not eliminated even after the completion of a copy. For this 
reasonthe contents which were enciphered by contents JIENKI and copied to 
HDD2 are repeatedly decrypted using contents JIENKI memorized by this memory 
card 16and are refreshable. 

[0159][Correspondence over repair of a device and exchange] Nextin the case of 
this copy management systemclient IDHDD-IDMCMD (collectively henceforth a 
device ID)etc. and user ID are put in block as user entry informationand the 
system server device 4 manages them. Howeverwhen the client terminal 
equipment 1 and the device of HDD2 grade are exchanged by breakage etc.the 
device ID of this exchanged device differs from the device ID registered as user 
entry information. Thereforewhen devices are exchangedin spite of being a regular 
userwe are anxious about the copy and reproduction of contents becoming 
impossible using the exchanged device. 

[0160]On the other handin the case of this copy management systemthe 
unauthorized use of contents is prevented by securing the indigenity of a device 
ID. For this reasoneven when repair restores the client terminal equipment 1 and 
the device of HDD2 gradethe device after this repair is receivedlt is preferred to 
attach a different new device ID from the device ID attached before repairto 
distinguish the device before repair and the device after repair clearlyand to 
manage them. 

[0161]Howeverlike the time of exchange of the above-mentioned deviceif a new 
device ID is attached to the device after repair in this wayin spite of being a 



regular userwe will be anxious about the copy and reproduction of contents 
becoming impossible using the fixed device. 

[0162]This copy management system has prevented as follows the above- 
mentioned inconvenience about which we are anxious by using a new device ID by 
repair and exchange of a device. 

[01 63][Correspondence over repair of client terminal equipment and HDDand 
exchange] The mimetic diagram for explaining the correspondence over repair of 
the client terminal equipment in this copy management system and HDD and 
exchange is shown in drawing 13 . Client-terminal-equipment 1 or HDD2 on which x 
seal is drawn shows the damaged device among this drawing 13 . 
[0164]In this drawing 13 when a device is damageda user sends that damaged 
device to the repair center by the side of the administrator who manages this 
copy management system with the memory card 16. 

[0165]Namelyalthough the memory card 16 is not damaged in this caseClient ID 
and HDD-ID (each ID is hereafter called device ID collectively) which were 
enciphered by contents JIENKI (Content-Gen-Key) or contents JIENKI (Content- 
Gen-Key) are memorized by the memory card 16. For this reasoneven when a 
device is damagedthe memory card 16 is sent to the above-mentioned repair 
center with this damaged device (or carrying in). 

[0166]In a repair centerif the broken device is sentit will fix and exchange so that 
this device may operate normallyand a new device ID is given to devices carried 
outsuch as this repair and exchange. 

[01 67]Specificallyclient ID of the client terminal equipment 1 is memorized by 
MASK-ROM35for example with above-mentioned hardware ID and an operating 
system program. The same MASK-ROM as the above-mentioned MASK-ROM35 is 
provided also in HDD2and HDD-ID is memorized by this MASK-ROM. For this 
reasonin a repair centerwhen a device is fixed. MASK-ROM provided before 
performing this repair is removedand grant of new client ID or HDD-ID is 
performed by exchanging for MASK-ROM new client ID or HDD-ID was 
remembered to be. 

[0168]Since a different device ID from the device broken in MASK-ROM of this 
new device is memorized when exchanging the device itself for a new 
deviceexchange of MASK-ROM like [ at the time of the above-mentioned repair ] 
is not performed. 

[0169]Nextthe operator of a repair center reproduces MC-ID of the memory card 
16 sent with the broken device. An operator accesses the database 3 of the 
above-mentioned system server device 4 via the terminal unit formed in the repair 
centerand refer to the user entry information memorized by the above-mentioned 
database 3 for it based on MC-ID reproduced from the above-mentioned memory 
card 16. And an operator operates a terminal unit and carries out correction 
registration of the device ID among the user entry information memorized by this 
database 3 at the newly given device ID. An operator operates the database 3 via 
a terminal unitand takes down the above-mentioned flag set to copied contents. 
[01 70]Contents JIENKI (Content-Gen-Key) which an operator operates a terminal 



unit and is memorized in the memory card 16 and which was enciphered by MC- 
KeyThe device ID (client ID and HDD-ID) enciphered by contents JIENKI 
(Content-Gen-Key) is eliminatedrespectively. And this memory card 16 is returned 
to a user with the exchanged device [ fix and ] (or personal delivery). 
[0171]By thisthe state of a user's device (the client terminal equipment 1HDD2and 
memory card 16) will return to the state (state just before copying = contents) 
immediately after completing the user registration distance explained using drawing 
5_and drawing 6 . 

[0172]The user to whom this memory card 16 and device were returned operates 
the client terminal equipment 1 so that registration of media unique ID (MID) 
explained using drawing 7 and drawing 8 and acquisition of a contents key 
(Content-Key) may be performed again. 

[0173]The client terminal equipment 1 accesses the system server device 4 
corresponding to a user's operationand registers media unique ID (MID). And the 
client terminal equipment 1 re-copies to HDD2 the contents memorized by the 
optical disc using the contents key (Content-Key) acquired from the system 
server device 4 by this registration. 

[01 74]Therebyif it is a regular user even when repair and exchange of a device 
newly give a device IDexecution of the copy and reproduction of contents can be 
enabled based on a new device ID. 

[0175]In the copy management system sideby attaching a new device ID to the 
device restored by repair or exchangethe device before repair and the device after 
repair can be distinguished clearlyand can be managed. 

[01 76][Correspondence over breakage of a memory cardand loss] Nextin the case 
of this copy management systemto breakage of the memory card 16or lossit is 
coped with as follows. The mimetic diagram for explaining the correspondence 
over breakage of the memory card 16 in this copy management system and loss is 
shown in drawing 14 . The memory card 16 surrounded and shown by the frame of 
a dotted line shows the memory card 16 damaged or lost among this drawing 14 . 
[0177]When the memory card 16 is damaged or lostas shown in this drawing 14 a 
user connects the client terminal equipment 1 to the system server device 4 via 
the Internet 5and applies for the recurrence line of a memory card to the system 
server device 4. 

[01 78]If this application is madethe system server device 4 will transmit the input 
screen data of user ID to the client-terminal-equipment 1 side. Therebya user's 
client terminal equipment 1 carries out display control of the input screen of user 
ID to the television receiver 18. 

[0179]A user inputs user ID to this input screen. Howeversince the memory card 
16 is damaged or lost in this caseuser ID (User ID) cannot be read from the 
memory card 16. For this reasona user inputs user IDseeing the user ID copied 
into the memo pad etc.when user ID is published. The client terminal equipment 1 
transmits this inputted user ID to the system server device 4. 
[01 80] Next refer to the user entry information corresponding to the user ID 
transmitted by this user for the system server device 4 from the database 3. 



Therebythe system server device 4 can recognize the contents etc. which were 
copied with contents JIENKI (Content-Gen-Key) or its memory card 16 with MO- 
ID and MC-Key of the memory card 16 which were damaged or lost. 
[0181]Nextthe system server device 4 receives memory card 16new which has 
new MC-IDNew MC-Key (New-MC-Key) and contents JIENKI (Content-Gen-Key) 
newly enciphered by this New-MC-KeyClient ID and HDD-ID which were 
enciphered by this contents JIENKI (Content-Gen-Key) are rerecorded. The 
system server device 4 rewrites MC-IDMC-Keyetc. so that the user entry 
information memorized by the database 3 may turn into user entry information 
corresponding to this new memory card 16New. 

[01 82]It is a case where the memory card 16 is damaged or lost in this caseand 
client-terminal-equipment [ of a user ] 1 and HDD2 is operating normally. For this 
reasonas client ID enciphered by contents JIENKI (Content-Gen-Key)and HDD- 
IDthe original device ID is used as it is. 

[0183]Nexta repair center sends this memory card 16new to the user side 
physicallyfor example by mail etc. As mentioned abovein the system server device 
4 sidethe user entry information of the database 3 is rewritten with rewriting of 
each information in this memory card 16new. For this reasonthe user who received 
sent memory card 16new can perform copy of contentscopied reproduction of 
contentsetc. like before using this memory card 16newthe client terminal 
equipment land the system of the combination of HDD2. 

[0184][Effect of a 1st embodiment] The copy management system of this 1st 
embodiment stores the contents to which the system administrator performed 
encryption processing by the contents key in the optical disc in which media 
unique ID (MID) was givenand is distributed to a user so that clearly from the 
above explanation. 

[0185]When a user copies contentshe transmits MID of an optical disc to the 
system server device 4. A user transmits the device IDs (client IDHDD-IDMC- 
IDetc.) of the device which he is using to the system server device 4. 
[0186]The system server device 4 was related with the device ID of the device 
which each user is usingand MID of the optical disc in which the copy of contents 
was performed in the past is memorized in the database 3. 

[0187]MID of the device ID and optical disc in which the user is using the system 
server device 4 when the copy application of contents is made from a user — it is 
based and the database 3 is referred to. The system server device 4 transmits the 
contents key for decrypting contentson condition that the MID same in the 
database 3 is not registered to a user's client terminal equipment 1. 
[0188]The client terminal equipment 1 decrypts the contents memorized by the 
optical disc using this contents keyand copies them to HDD2. 
[0189]When this copy management system puts up the same MID as MID 
registered into the database 3 and a copy application is madedistribution of the 
above-mentioned contents key is not performed. For this reasonthis copy 
management system can restrict the copy of contents at onceand can prevent the 
illegal copy of contents. 



[0190][A 2nd embodiment] The copy management system which serves as a 2nd 
embodiment of this invention next is explained. The copy management system of a 
1st above-mentioned embodiment registers as a user by a user connecting his 
own client terminal equipment 1 to the system server device 4 by the side of a 
system administrator directlyacquires a contents key (Content-Key) etc.and 
copies contents. 

[0191]The 3rd person management server device with which the 3rd person 
manages the copy management system of this 2nd embodiment between a user's 
client terminal equipment 1 and the system server device 4 by the side of a 
system administrator is formed. A user acquires a contents key (Content-Key) etc. 
via this 3rd person management server device. The 3rd person management server 
device performs fee collection to offer of this contents key (Content-Key). 
[01 92][Composition of a 2nd embodiment] The system configuration figure of the 
copy management system used as this 2nd embodiment is shown in drawing 15 . 
When this drawing 1 5 copies contents from an optical discit shows the flow which 
acquires a contents key (Content-Key). 

[0193]As for the system server device 4 and the 3rd person management server 
device 50in this drawing 15 the dedicated line and the public line are mutually 
connected by available VPN (VirtualPrivate Network) etc. like a dedicated linefor 
example. 

[0194]The system server device 4 is not connected to the Internet 5but this 3rd 
person management server device 50 is connected to the Internet 5. For this 
reasonthe user cannot access directly to the system server device 4but will 
access the system server device 4 indirectly via this 3rd person management 
server device 50. 

[01 95][Operation of a 2nd embodiment] Nextexplanation of the copy management 
system of this 2nd embodiment of operation is given. In the case of the copy 
management system of this 2nd embodimentthe user who tries to copy contents 
connects his own client terminal equipment 1 to the 3rd person management 
server device 50 via the Internet 5 from an optical disc. And a user transmits MC~ 
IDuser ID (User ID)and media unique ID (MID) to the 3rd person management 
server device 50 side via the client terminal equipment 1. A user transmits the 
account information for 3rd person management server device 50 (for examplea 
user namea passwordetc.) to the 3rd person management server device 50 via the 
client terminal equipment 1. 

[0196]The client terminal equipment 1 transmits MC-ID and account information 
to the 3rd person management server device 50 as it is. The client terminal 
equipment 1 enciphers user ID (User ID) and media unique ID (MID) of an optical 
disc by MC-Keyand transmits these to the 3rd person management server device 
50. 

[0197]The 3rd person management server device 50 extracts and acquires 
account information among each information transmitted from the client terminal 
equipment 1. The 3rd person management server device 50 transmits the user ID 
(User ID) enciphered by MC-ID and MC-Key via the dedicated line (or the above- 



mentioned VPN)and media unique ID (MID) enciphered by MC-Key to the system 
server device 4. 

[01 98]If this MC-IDuser IDand MID are receivedthe system server device 4The 
contents key (Content-Key) for decrypting the contents which are similarly 
enciphered as the above-mentioned and are recorded on the optical disc is 
enciphered by MOKeyand it replies to the 3rd person management server device 
50. The system server device 4 enciphers contents JIENKI (Content-Gen-Key) by 
MC-Keyand replies it to the 3rd person management server device 50. 
Furthermorethe system server device 4 enciphers a user's client ID and HDD-ID 
by this contents JIENKI (Content-Gen-Key)and replies them to the 3rd person 
management server device 50. 

[0199]The contents key as which the 3rd person management server device 50 
was enciphered by this MC-Key (Content-Key)Contents JIENKI enciphered by 
MC-Key (Content-Gen-Key)And a user's client ID enciphered by contents JIENKI 
(Content-Gen-Key) and HDD-ID are transmitted to a user's client terminal 
equipment 1 via the Internet 5respectively. 

[0200]The 3rd person management server device 50 performs fee collection to the 
user based on the account information for 3rd person management server device 
50 previously transmitted from the client terminal equipment 1 in compensation for 
having provided the contents key (Content-Key). 

[0201 ]The client terminal equipment 1 carries out storage control of the above- 
mentioned contents key transmitted from the 3rd person management server 
device 50contents JIENKIclient IDand HDD-ID to the memory card 16and uses 
them for reproduction of the contents which contents copied and copied as 
mentioned above. 

[0202]The number of a user's credit card and the amount information by which 
prepaid one was carried out are beforehand registered into the 3rd person 
management server device 50 sidefor example. For this reasona credit card 
company is asked for the amount of money charged in exchange for offer of a 
contents keyand the 3rd person management server device 50 collects it. Or the 
3rd person management server device 50 subtracts and collects the charged 
amount of money from the balance by which prepaid one is carried out. 
[0203]For example between the administrator of the system server device 4and 
the administrator of the 3rd person management server device 50the money 
collected in this way will be distributed at a predetermined rate. 
[0204][Effect of a 2nd embodiment] The copy management system of this 2nd 
embodiment forms and constitutes the 3rd person management server device 50 
between the client terminal equipment 1 and the system server device 4 in this 
way. A user accesses the system server device 4 via this 3rd person management 
server device 50and charges distribution of a contents key (Content-Key). The 
3rd person management server device 50 is charged by distributing this contents 
key (Content-Key) to a user. 

[0205]Therebythis copy management system can provide a new copy management 
system called the copy management system with which the 3rd person 



(administrator of the 3rd person management server device 50) intervenesand also 
can acquire the same effect as the copy management system of a 1st above- 
mentioned embodiment. 

[0206]Contents can be distributed gratuitously to a user via a predetermined 
network via an optical disc etc. by charging itwhen this copy management system 
distributes a contents key to a user. 

[0207]In this copy management systemwhen a user is supplied widely and there is 
an application of a copy from a userwithout giving MID to an optical discthe 
system server device 4 or the 3rd person management server device 50 may be 
made to charge by distributing a contents key to that user. 

[0208]Although it presupposed that the 3rd person management server device 50 
charges the copy management system of this 2nd embodimentthe system server 
device 4 may be made to charge this. 

[0209]Finallythis invention is not limited to each above-mentioned embodiment 
described as an example. For this reasonif it is a range which does not deviate 
from the technical idea concerning this invention even if it is except each above- 
mentioned embodimentof course according to a design etc.various change is 
possible. 

[0210]For examplein explanation of each above-mentioned embodimentit was 
presupposed to the client terminal equipment 1 as device identification information 
that client IDHDD-IDand MC-ID are transmitted to the system server device 4. 
Howeveronly client ID may be transmitted to the system server device 4 from the 
client terminal equipment 1. Similarlyonly HDD-ID may be transmitted to the 
system server device 4 from the client terminal equipment 1. Similarlyonly MC-ID 
may be transmitted to the system server device 4 from the client terminal 
equipment 1. 

[021 1]Client ID and HDD-ID may be transmitted to the system server device 4 
from the client terminal equipment 1. Similarlyclient ID and MC-ID may be 
transmitted to the system server device 4 from the client terminal equipment 1. 
SimilarlyHDD-ID and MC-ID may be transmitted to the system server device 4 
from the client terminal equipment 1. 

[0212]That isthe copy management system of each above-mentioned embodiment 
prevents an illegal copy by associating the storage with which the copy of 
contents is performedand the device used for the copy of contentsand performing 
copy management by the system server device 4 side. For this reasonas device 
identification information transmitted to the system server device 4 from the 
client terminal equipment 1what is necessary is just the identification information 
which can specify a user. 

[0213]Although we decided to use the memory card 16 in explanation of each 
above-mentioned embodimentwhen it is this copy management systemthe memory 
card 16 is not necessarily needed. What is necessary is just to make the memory 
built in HDD2 or the client terminal equipment 1 memorize the above-mentioned 
contents key memorized by the memory card 16contents JIENKIetc.when not 
using the memory card 1 6. 



[0214] 

[Effect of the Invention]This invention can permit the copy of the contents 
memorized by the storage only to the regular user who is an owner of a storage. 
For this reasonthe illegal copy of the contents memorized by the storage can be 
prevented. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a block diagram showing the system configuration of the copy 
management system of a 1st embodiment of this invention. 

[Drawing 2] It is a perspective view showing the appearance of the client terminal 
equipment which constitutes a copy management systemand a hard disk drive 
(HDD). 

[Drawing 3] It is a block diagram showing the electric composition of client terminal 
equipment. 

[Drawing 4] It is the figure for explaining the optical disc used for this copy 
management system with which the digital contents enciphered by the contents 
key (Content-Key) were memorized. 

[Drawing 5] It is a flow chart which shows the flow of the user registration in a 
copy management system. 

[Drawing 6] It is a mimetic diagram of the copy management system in which each 
information transmitted and received between client terminal equipment and a 
system server device at the time of user registration is shown. 

[Drawing 7] It is a flow chart which shows the register operation of media unique ID 
(MID) in a copy management system individually given to the optical discand the 
acquisition operation of a contents key (Content-Key). 

[Drawing 8] It is a mimetic diagram of the copy management system in which each 
information transmitted and received between client terminal equipment and a 
system server device at the time of registration of media unique ID (MID) 
individually given to the optical disc and acquisition of a contents key (Content- 
Key) is shown. 

[Drawing 9] It is a flow chart which shows the flow of the copy distance in a copy 
management system. 

[Drawing 10] It is a mimetic diagram showing each information transmitted and 
received between client terminal equipmenta memory cardand a hard disk drive at 
the time of copy execution. 

[Drawing 1 1] It is a flow chart which shows the reproduction motion of the digital 
contents copied to the hard disk drive in a copy management system. 
[Drawing 12] It is a mimetic diagram showing the information transmitted and 
received between client terminal equipmenta memory cardand a hard disk drive at 
the time of reproduction of the digital contents copied to the hard disk drive. 
[Drawing 13] It is a mimetic diagram for explaining correspondence of the copy 



management system to repair or exchange of client terminal equipment or a hard 
disk drive. 

[Drawing 14] It is a mimetic diagram for explaining correspondence of the copy 
management system to breakage or loss of a memory card. 

[Drawing 15] At the time of registration of media unique ID (MID) individually given 
to the optical disc. And it is a mimetic diagram of the copy management system 
used as a 2nd embodiment of this invention showing each information transmitted 
and received between client terminal equipment and a system server device at the 
time of acquisition of a contents key (Content-Key). 
[Description of Notations] 

1 [ — A system server device 5 / — The Internet6 / — Communication 
MODEM ] — Client terminal equipment2 — A hard disk drive (HDD)3 — A 
database4 



(19) B*H#fff? (JP) 



«2) & m 4# ^ 



(A) (ll)WfFUl»^W#^ 

4#|fH2002 - 328846 
(P2002- 328846 A) 
(43) ^PH 0 y-f&Mm 1 m 5 B (2002. 11.15) 



(51)IntCl. 7 
G 0 6 F 12/14 

17/60 



3 2 0 

14 2 
3 0 2 
3 3 2 



f i f-TO-niMw 

G 0 6 F 12/14 320E 5B017 

320F 5J104 
17/60 14 2 

3 0 2E 
3 3 2 

m mx&vms ol (^28 m) imn\z&< 



(2i)mii## 


!ftli2002- 41890( P2002-41890) 


(71)tH«A 


395015319 










(22)tBiBB 


¥fi£l4*F 2 19 B (2002. 2. 19) 




>*>h 








Mjtmm&fcts. 7 - 1 - 1 


(31)«5fc*fcfe36#^ 


8HB2001 -44358 (P2001 -44358) 


(72)#W# 




(32)flttfcB 


3p|£l3^ 2 A20B (2001. 2. 20) 




«S«iKf«7Tllil^ «5£&tt 


(33)«ft«*3BtS 


B# (J P) 












ft 






(74)ft3A 


100107238 



















MC 



media unique 1D(MID)[ 



MC-key 



UscrlD 



Content- Key 



Encrypted Digital 
Content 



MC-key 

jmcdii unique ID(M ipj I 



(54) nn^*] nkf-^^x-r-A, ^^^T>h**s«^«*ffia7 r u^^A^*^n^n>tf3.-^tt 

(57) 

SttT^X^Sfcl D (MID) 
=1 EContent-Key T'Bi^b LTfEii LT 

7>h**Sl0^7>hlD i H D D<DHDD-ID X 
Stf^'J*- KO)MC-ID»*a.-+fx> h »J1t«<fcL 
TWIT*,, a.--y c ttziV7 : >y<7)3tf-*S5l«lC, 

«"t£o v'X^/xtt—y^Sti. MC-ID^-tPxy h 

<DR^ffl^rcContent-Key*iSiiir«o a— Ifffl'JTtt. 
C(7)jS2l*nfcContent-KeyEffi^T3tx-f X^KIBS 
*tlT^*3 >f>7*S*1bL H DDtczi tf-T£o 



M C-key 

Content- Key | 



fcContenl-KeyU^. h 

1 



r 



Uaor ID I 



I HP P-l 



-fV^h-^Oag-^ON 



3 



MC-key 



[Contant-Kcyl 



HDD 



MC-kcy 



[Content- Gea-Key] 



Conten t-Gen-Key 



1 HDD— I D 



.16 



MC-key 



Content-Key] 



MC-key 

|Cogteni-Gen-Key| 



Conte nt-Pen- Key 



IHDD-ID 



Meraoiycard 



(2) 



1^^2002-3 28 846 



«*n*£»ic, HwoafMBS'jflHBitwartu es# 

±EE1tSM*KE1*7r tlTUS 3Vf>7*, ±Efl» 

-*tr3PKU:» ±EE1»Ktt0Jgttfl»J1tfll£fttt:* Br 
£B<b. 

-r^«gynHi*«**a— y©*i5istt«ic»LT» ±e 

[M*J»2] m^lIBKOatf-BSi/X^AT'ife 
±B«a-9— -o^j®ftiaS'JtS?BlcWLT 1 
Ili/XxAo 

[m*b 3 ] nt$£ 1 xt*ti*JS 2 ibie<d=i e-<m 

±E«HSKBW:» ±E«S3l5£B«>M»JflHIL ±E3 >x 

«u sow* 'J khwtk wsnfcMWUB 

x / w xiffisufflfB <t l rasfi-r * c t t -r « 3 e 

±K«a-y— /<&lBii> ±Ex/^xis&sijti$8T±fBa 

*fb«*Bg^fcLT2SBU 

<b*ti/'c*^ba^a^bLTffli^c<t*if«<fri 1 
— JSiBKoa tf-ea->x^ixT« -3 t, 

— IS!3t£<D3 b-fli/XTAT-SoT, 

±e«s-9— m'£Bi*s ±iB3t°--r^=i>7 i > , y : e-s 

±E4*Sl3fcB tt» ±E«*f b Lfcn Vt>'> 

^bS^Ettt^SKEIf U ±EEtt3M8KE1f L/cS 
HHMb«*fl§l^Ts ±I3=]tf-*n/' ; :=l>7 1 V , y«-«# 

— JSEK<0=1 tf-^H-VXxAT&oTs 



ifBBa-9— / ^W*s £-3-+f (7) x/ W X»8'J1t $8K 

mmiw l T±E«*fbB*sffis*©««KB'J«»*- 
x-^-x keb-t « c <t T'±i3a^<ba<7)Effiea 

SS^f/^ XMK'JflHIifcSTfcftx/ W XSESUlf Btzft 
— Jif3«0!)3 b-fg^Xr/iT^oT, 

±e«sw— areft«<&asffi*so feasts 

49tiK <b r « 3 tr- ea -> x ? 

m$bi 8 <d 3-5. i^mtc 

— JSIBKC03 tf-gS-VXx/xTfeoTx 
±Ei-*f©«**«B£±E«31*-/<KB£©HT , 1t 

[il*m 0] Bg^b^T-sg^btrnfczivxW^ 
I3«* ft 3 <b«tc. B*0«{*«8J««#tt* ftfcEB 

/ \V XKtt L TUPS left ;* ft/cxV W XffigiJtf IB^SS^ 
liin7 7 7i;« 

is 

±E^i*ISS'J1t?BSy ; x/ \V XiSS'Jiff $B£&<1 f 5 Z. <»: 

fcgfrrsxT 1 

±ES« Lfca^bS^fflt^T. ±EE«««:(cE«* 

tiTt^ □ >x > y ^a^-fbtoa-r * x t 1 -y y t, 
±Ea^-fbsaa Lfczi>x> , y^=ifc:°--r-sxxyy<b 
^^-r^^^-rzy hss^BrottSJaayp^^^ 

EBffft =1 > tf 3. - * y PlB&E1«a«*o 
[»«B1 1] W*B1 0Et©E«ll#T*oT, 
±Ett^bB*B«r*X^-y ^t*. 3.-+fc75x/^X 

©x/ « xwajBBTiaHWbsnTaiBff n*a#ft« 

±!3=]>x> , y^a^b5Qa-r5X7 ; 'y^is ibo? 
/wx<ox/\"-<xiasijm?8T\ ±EBt^b*nTi^a 
^b«*a^b»aL» coa^ftjraLfta^iB* 

IbfflJl-r t £ T SEBMMfc. 
[W?RiS 1 2 ] M$£ 1 0 Xlili^iS 1 1 EttOEtt 

±E=i>x> > yc7)=i tr-aic ±Ea^b»*»J»r* 
m$v£-\ 3] §s^i o^e»iS5RJSi 2 ©3 -5. ^ 
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±E»^kSlT*«^<k L/c=i >x >«y ±ES«»ft; 
■T»Bf*(k LT=l tT-r y^t, 
±E?Sli»<t**E«#HWcE1*-*-*X7 i v 7<b. 

zi>T>y&m£.?zmz. ±iBs3it#s:ic§3it?nT 

SEtttttto 

m«4l1 4] M*q|1 OfrSWsRill 3 V>r>%. ^ 

rna*— s5ek©eii«k*?* o t\ 
±ESEf*fKS'jflRfiRtfx/ w ^NamMi*aMrr « xt- 

^SS^ffilcW LTffl*fcW*tiTV*WM1lWU ±E 
=1 Vr > y & □ If- * *l* =*Eit*«fcjtt LTBWfc 
«*tlTl"««ai1t«l» a£tHi±E4S*^Slc*tLT^ 

«r * c <t <t r *e«««c 

tfBWibaTBH^btfftfcav^VVflSEIta-nfcEll 
fcttSIT\ =i Vfwca ff*>ftfcE1i*IM*<D» 

y<t. ±E7 s /<-rx«3suif«<J!>*a«fl s «ia*n/-ciB 

<k**fci6«>flnww*aMi f 57.^ -y y<b^wr £ff 
s-*t-/ ^»«©it««rar p ? ^ /x^Eiis-tiftzi > t° 

[fS^ 1 6 ] frag 1 5 E«(0E1t«W*T* o T* 

±Ea^b«©aifi*f7o ^«wuynm«. is&fB* 

t±et= ; - ica»r * x ^ 'y zf*m? z c i * 
fc*tr*E««f*o 

[tttitigl 7] gfgOIi 5 XtettiRJS 1 6 Ett4>E1f 

±E«^b«*2iflir*X7 1 '> n-tPcD^/WT, 
W^/ XSESOIf $8T\ ±Ea»fb«*BWte LT2S« 

-rn*-— ^EiE©E««**T* oiv 

v^vy*BBg^brsrci6©sBi^ba*asfir*c 
t*w*fr*E««i*. 



[|B3?1S1 9] IS3RH1 5 3jT6Bl5R3i1 8©?^ I* 
m^-«EK<0E««i*:T* oT, 

testa* hw**^f/ u xttaim m^mttttrtw 
x t- v y z m r % c t i r ^. emtk 

[IS5R1S2 1] m^qil 5^6IS3<^2 0(D3-6x 0^ 
m*i*-SSE«©E«OEil«f*T* o I, 

±E«f*M»Jit«au f 7 s / w xmumm&m? z xt -y 

4S*^SlcW LTH«(c(* *tiTf SMBS'JUia, ±E=i 
vy>y*i«atf-ffn*=*E1iS»lc*tLTH1flcf* 
*tlT^*MWJ1t«, aKtHi±Efi«5)5S»lc«LT^ 
It* ti* p< ^ 'J lc« LTH«lc«* nTt^MBS'JiWB© 

r> -5. t^-r♦l^^o!>■B^lJ1«*a8t^^i*«osKlJ1f «*e« 

[IS5RH2 2] Bi^b^T•0i^b^n/cZl>7 1 > , y6 , : 
E«*ti* <b«lc x @«o«#K8'J1ff«im^n^E1f 

o.-+f^±i5 =] v t >y <d =1 tf- £ff 3 Kic^ffl-r^ 7 s 

<b j b±Ei^^a Lfcttfwjgijitwav^/ wx« 
sjitfflfcv fifffi©^- / ^■icas«-r*xx -y y 
t. 

±E«*s^ijtt wmiti u xmm^mmf % c <t 

T\ ±E«3#ffl©-tf--MS«#SiI«*ft*«^Wi 
^§fl-r^7.7 1 'y7 p <bs 

±ESffl Lfca^ka ; &fflt^Ts ±EEtW««:H:E1t* 
tiTl^ =1 >x >V*'<£.^immt ZXt -y y<b. 

±E«*f k»a Lft^vfvysab-nxT'yT'i 

[IS^ 2 3 ] 2 2 EKW1I $B«iay □ ^7 /* 

©y/^-fxKanfaTW^bsnTasfs^nsa^ka 

±E=i>x> , y^«^ksas-r^x7 i 'yy^ ibwt 
/uxor/ u xm»m $fiT\ ±EflHWb? nr *« 
^b«*a^b»aL» ca)a^k«aLfe«*<b«* 
«t^T±EEit«»icEtt^nTu^^i]>'x> , y€-«^ 

2 4 ] f*#JS 2 2 XliW 5t?3S 2 3 EK©t»$B 
±E ^ > > ^ =i tf-^tc, ±E«^bSI£i(f'Jerf £ 
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[IS3?^2 5] fS^2 2^6fl5R^2 4<De^. ^ 

±Ett#fb«TW<b Lft3>fV'y«, ±1 
ttTIPl^fl; L T u kf - T S * ^ v 7 £ » 
±EW»ft«*E«*fiHcE1ir « X y 7£ , 
3Vx>^SB*-r*ISlc. ±fBIB'tt#IStcf31t^nT 
l^^Bi^bS^ffit^T±fB=lt 0 -*n/i:=l>5 1 > , >5- 

±iB«n*«suif watf^/ w x«aHWi*aMrr 

*i***«lc» LTH*lcW*tiTt' k * WJ1WI» ±E 
=1 >r t*-**i*=*E«S«fc»LTH*U: 
«ff nTt^*«9J1f ft HcUHi±fB4S5fe^MlC« L,Tft 

[ff|j?«S2 7] a— yo^/wx^sasfi^n** r 

fcttJBT* P Vf >>y <D=l fcf-3B«RtjnfclB1««H*fl)« 
f*WS'J1* 8tfMJ ft* 7 s - * ^- X ICs -tESfl L fc 

ft, 

±.ti9 1 u xmmtifflvmmm&tfitii interne a- 
+f © x / u x ic a l t , ±s b =i > t 1 > &&mt? z> tc 
*6«)«^ui*a6flrr*x^y^t*irr*miv- 

[M#1R 2 8 ] W*JS 2 7 Ett0>1* fBSasy P ?7 Zx 

±S3«^bii<oaffi*ffo/fc«(«wjifffl*s is&fi*- 
T±E5 r -$" , «— ;ucMW*X7 i y y*-*-r*c <b£ 

2 9 ] tt*JS 2 7 XtiM^H 2 8 EKQlMI 
±!3tt^b«*ai«r*X^y a— f<D9JWX 



±iB«*<bSi*a£flir*x7- •> ±§bu tf-r * a 
> x > v £ sw^fbr & fcto<D?Pi*fbM*ji£«*- * c 

rtift*— aEK©«««ray o ? 5 ^ts -a t> 

mitf^tt 3S!«S K. <fc y a- IfflD 9) U X l^W L T«f fc & 
W XM&JltWtW^SftfcfiSlC* ±IBf-*^-X 
lcaS*+lTt^*^7 r /«-1'Xs8ESiJ1f« : &«Tfc*T r /W 

t5«17'py7A„ 
[fS*H3 2] Man 2 7#S8»#IH3 1 £D5^. ^ 

[f**JS3 3] ||«fl|2 7^6BI«fl|3 2 05«» 

±E«i*wsu« aatfr/ t-r x«8ynwi«ir * x 9 v 

7TB« Kx/^XMgiMatLT, a— *f«Mefflr* 

a&^aictt LTEi*ic^s-nT^5ffigiji«a[. ±e=i 

VxWft^zibi-^nS^EIS^SlcWLTHWtc^ 

mxm 3 4 ] mm<o9i u xmm^ti-ni* ntcn. 

-+?<D9/ U X T\ HW©«H*«8'J1t«<W**lfcE11 
JSttlCBg^-fbaTBi^b^+lTEIttftlT^S □ >9> 

W3iJ1f«Rtf±E«»«ffi'J««**ait-/<K«tc36fll 
U 

=1 > «> (D n tr-#fft>*ircE«a*<oai*«9Jit« 
6\ cd9i u x(D9/ u xw&mmzimtttf 
ztirzVimT!&mzti%9-*'<-x^ ±Ea— tf© 

jitbT« ±M^y9yy^^\tt^>rcisb<Dm.mtm^: 

TOJ13 5] Bg^b^T-Bg^b^nfcPV7 1 > , y6 , : 

=L-v&±ttey9> , y(DZ!\d-Z:'n : ?mci£m?z>9 
j w xmm LTmmicm ntc 91 u xmmn^wth- 
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t\ ±t3wa««©-9— / ttSBJrsiSflra n*a»<k« 

±E»1 Lfe«HMdMr«l^T, ±EIB««(*:H:lE1t* 

[MS3 6] a— ycD^/Ux^e^lTJrtii*, K 
O^^kST-eg-s^k;*- tifcPV^ vytfEttStifcEtt 
g3.-+fcD^7 wxort w xiasytsaKiHiMiWTrn 

fcttJUTs =1 Vr W ©3 fcf-tf frfotlfcEIMKi*©* 
±IBx/WXtffiS'J'lf$B£D*S»3b ,; ^tB*nfi:l^lCs P.- 

So 

[5£B£<Dl¥lffl&SttB£] 
[000 1] 

[«nn«>«-*-*a«j#»] «i*wry-Azi> 
x>*>. EttiBziv^vy, saspvxv.y. Tzf'J'r- 
-> a > 7 n ? ^ Aifco p > tr a. - $ y p =i t° - 

cottifiiaiiy n a^eh * ti/c p v tf a - $ m^m. 

Zx^e** n/t p v tf i jkmsl y Rifj6fcEii«(*. 
* 5 -r t 7 v h 4S5S^s<Dtt $Bsa3iy □ 5 a, wmv— 

[0 0 0 2] 

[tt*<Baffi] ^BlCfc^Ts flJ*#'CD-ROM, D 
VO-R O MaEWi^SMM ^ y VOEttttttKEIIS 1 

[0003] a— »f«, wa©y-^3>y>yfl { Eii 

**ifcE««f**»!AL» C(0E1t«W**tf^*'>*-^ 

« 5 E«*tl/fcE1l««:fl t »a*nTt , >< C i t**. 
[0 0 0 4] LfrU ti'^y-^tcti, EttttttQ 

^Tfc 5 t f 2> ¥- U P V > W tfElf * *ifcE118W** 
[0 0 0 5] 



-fy (HDD) trtKaK^tt^ttRr^tLfctfx^y 
[0 0 0 6] CODtfx^y-^W©*^ *E««M*K 

Eis*nrt^y-Ap vr>7^ftiftiH d dkp 
t-u ccdh d D^ep/Tiiwy-/xP>5 i > i y ; &B£ 

LTfOT-f& CCOHDD^ffll^iltlC 
J:'J> tf^^y-^ttOS^WWtcElltti***^* 

[0 0 0 7] y— /x3>fV7ffl)3>lf2- 

^yp-9'5Aliv ^©PVt'a-Sypy^AtffEU* 
tifcV7 h*x7»*»AT3tf LTIESfcA^LfcP.- 

[0 0 0 8] LfrU E««WcE1t*n/i:3Vtfa- 
*yo^/x*-*E««f*:tca e-RTlffit Lfc«a^ 
-O<0E1t»f*KE1i * P V t° ^ -' ? y □ *5 

TteJST^iEP kr-tfas^artts., 
[0 0 0 9] *5gPfltt, ±jffi<0SRHic**Tft;!rnfc'fc 

05T-a&y* iES^J.-f lcWLTW^ p>b°a--?y 

p-9 ^z*cdp t:-^nrtg<h-r5 p ^-mmzn? e £ 

tfEliffftfc P > fcf a -^iS^IX y qrftgftElfKXft:. « 

s-t- / «»a©it*«sy p y 5 /x^Eti* tift p > tf 

a— Sr|»*BiypI<lBftE1taf*. * 5 •fT'V 

©Hffasasyny^/*. i gs-y--/\gsc7)ts$s5Q ! ii-7°p 

[0 0 10] 

[!£H£«>*-r£f i :46<7>iM£] *5IB^ti, Pg^tJITHI 
^kLfca>7 i > , >*E1t*-a:/s:Et««W=»LT@* 

[0 0 1 1] ±E^A<Xli. P>^>'ycDPlf-«-S 
±EEtHKt*0>ttS'«4. Slfx/WX^IKS'J 

5 E iTP.- W^?n/cKlC EtfMEf*tcE«*n 

[0 0 12] P.-^WxA'TXli. EC0SS#ffiiJ*^iB 
ft*tifca^ l k®ltS^^T±EE1t«5f*lcE*i*nT 
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=1 > t > V *«*ffc LT =1 > 5 1 > V © =] tf-**7 

do 

[00 1 3] CtllCfeU, IB«*W*©iS-5±?**iE8l 
[0 0 14] 

[«E<D*«flWB»] 3>Ki- 

a<dp ^-mm&fi? =i tf-Uiv'XT-^tciiSffl-r^c: 

[0 0 15] 3>k2-$7P^7AJ:Lm #J;Ui' 

y— Zx^v^yy. s^pv^vv, wm^yT-yv. 

-^yp^^Zx^IB1**tl/cfB1t«tt:tLT«s DVD 
— ROM, CD-ROMf^f-fX^O)^ ¥MMM 

fc**=*IS««tt£LTM:» /\-Kt<^ (H 
D) , D VO-R/KMWtMfiT-iX? (MO) ^tffc 

[0 0 16] J-XTv ±fBy-^*=]>5 1 > , >, g^=l>x 
[0 0 17] [ntf-gSvX^AcO^WfiSc] £t\ 

ei i ic*«bi3<0* 1 (ommmmtn.z^id-mmi'* 

1 £DHl5ScD^!Ba3=itf- ! Biiv'X7 1 ^ti, ftxfXflc 
[0 0 18] CcD^7^-1'7'>h4S^^1 tCli. ft^-T 

x * (clan* ftfc p v T yy & p t :— * /c<»<7>/ \- k 

t=V7.* K-5-T72 (HDD) tfS«cfmt^„ 
[0 0 19] Jl£D'75-<7 7 >h4fl6*^S1 ICliv 

#>roii{f if/* 6 tfSiJnri.^. 

[0 0 2 0] iHI^7^6«. £tf>El 1 tcijvrj: 

5 tc * ^ -r t 7 y h «5i5^g 1 icw LTn-tti-Hofrtt-e 

[0021] £/c, □t-flv'XfWiv a-+fx> 
r- U 1t«tfieiI**ifc7 s -*'*-X 3 ^IS^/c^Xt 1 /* 

[0 0 2 2] £<D^X7^- | *-M£SE4£±iS?-7'r7 7 

[0 0 2 3] [^^Vh^^Bcaflt^] E21C. 
9=?-<7y him^S. 1 <D*MR<D»«IS*jST. £tf>m 
2^-T<fc5lCv <7^-fTy h4ffi*^Sl WHOffiffliJlCli, 
P>r-P-^Jg^g|57 A. 7Bi, *^EU2j-Kg*gB 



8 A, 8 BtfiSttSttTl/^o 

[0 0 2 4] CO^^-f7*>H«5raS«1©lWBB 
fljlcti, U S BttfStflS (U S B : Universal Serial 

bus) t^mm^ti^ sBmm^9 mx 

l#g*4 0 0Mbps O^-^K^jSJStcWfSPl^* I 
EE El 3 9 4J8«B4ar?1 0 t^SltStlTt"*. 
[0 0 2 5] $/c, cKD^^'fT'V r-4ffi^Sl Wtu® 

«sm i AWtsnxL^o 

[0 0 2 6] Sfc, C^5-f7>h!IS*gl1 ©Suffl 
^fcA6<73U-t-> h#'*>1 2£. ftx* X*S»8P 1 1 
1 3 itft&ttettTC^o 

[0027] 95<<7>bmm&W'i owwimciz. m. 

[0028] Ay/^lV^iiitS^it. AV^r-7)l/17 

^^-f7»>hfl|5|5««1^6a73*tl*l»»fll*^ 
W^fS^tts CC0A W;U7 c !±i7j4S?St>'AV'7--^VU 
1 7^^>LT : E-^ffiO^Utiv>a >§^1 8K«*S 

a>g««ii sica^irn^o ±iBP>x> > yco 

[0 0 2 9] n> h-P-^^g|5 7 A, 7B(Cti, PV 
hn-^^-^H S^LT^+l-^tlPV hP— 5 1 

4 ^»^*n^.c 

[0 0 3 0] y^g»-K»MP8A» 8BlCti. y- 
Ivx-^^-tr-^ (IBIS) atftWrttiLSffS-b-^ffl 

[003 1 ] [/ \- Kf-f H'7-< ^tc. 
EI2(ci3l,-Ts I^^Ty hirn^ai W±ffig|3lcKS 
?nTl^I«V\- Kf-f X^ K7-f ^2 (IXTs H 
DD2i:t^) Td5So dCDHDD2(i, F*gg|5lClflJ^.«' 

CC0HDD2lCti, +^»©DVD-ROMlC|3 

[0032] HDD2 «)ffiffifiijlcli* m^SABtlC^j 
Sgifi?tl^m^5>y2 0<k, /\-Ff-f^MDS? 

&&-izmwiLT£mmz*i%wz&fr&^y7 , 2 1 

t^KJtStlTO"*. H D D 2 ©WffiffiiJta*. '>^:<<b 
[0 0 3 3] HDD2^^^-<7'>hilSs^Sl (Cffi^ 

■r^^s t^-try r-^*SESi ©WMflijic^ttSti 

fc±IBP C*- KXP-y hlcPCA-K*#A-r*<, C 
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hdd 2 tt\ ««tt(cfflsu:««**i*o 

[0 0 3 4] fete. C0)«lCi5^T(*. HDD2ti^5 

IKSLTWWttiCiiLfto LfrU C<7)H D D 
2£, ^^-f^VKMsfeMl lcrt«r*4^fc-6TWt 

[0 03 5] $fc> ^7<7>h«*gIUHDD2 

L/co LfrL. HDD20BI1 (aElHifuMJTt J: 
U\ ) [ZD S BSIJW?^ I E E E 1 3 9 4«ffifljK?« 

[0036] t^^-r T>hw*mmm*w/m& * 

ti. CPU30^ ^^^^ y^yP-tr^+^-3 1 (GP 
U) <h. I0yp-tr^^3 2 (I OP) SSLTl^o 
[0 03 7] $fc. ^5-f7»>HIII*ftB1 (*. CD- 
ROM^DVD-R O MH (D^ct* X*<DS£*!HBl*?T 

9#x*x**!l»»3 3<k. WyFzfn-bvV-iL-v 
h 3 4 (S P U) i^LTl^o 
[0 0 3 8] $fc. ^^VhftS^BHi. CPU 
3 0^ I OP 3 2^H^"r^^^b-7 L 'f ><fz/7Tl± 
7P^7^W?nrcM A S K - ROM 3 5 CP 
U 3 0(7)7-^x';7 7 ^7 l c7 : VX^^eiS^£±i*tl/c^ 
WfWlc«ll«r*/^y7 7'i:LT«MI6r*R AM 
3 6t^fLTt^ 0 

[0 0 3 9] £/c. ^7-<7>h4i*gI1^ ittx-T 
Z**)»«3 3<DR F7 7 >^3 7 *ttLT«8Mr*l*3fc 

x-fx^^soiistti^KWLT. flj*tfwynjE«ra 

(C I RCJB3) ^^JKLTth^-r^CD/DVDDS 
P 3 8^flTl^ 0 

[0 0 4 0] £/c. ^5-T7 7 >h«^SHi, TtxV 

0T v~?<D~7 * — ~h7/ h7 7^V^SP, rVX^h 
l/-(DP-7ry«JWSt75 K5-f/<3 97kX}*t) 

[0 04 1 ] $fc. ^7-f7>h^gI1(is ±IBP 
C*-K#«»i*n*a- KHu***4 1 *«L7V 

[0042] cne><D&mz. iic;W7-r>4 2 f 4 

[0 0 4 3] fefc\ D VD-ROMlCgB**ftfc»iffl=l 
>xV % y^S*ti. 'J*-KtCfB«*nfcDVD K 

jKS-+lfc¥»{*^^U4 4 (DVD Player ROM) tcj&? 



[0044] MASK-ROM3 5 tCti. ^b—r-f 
V^i/X^/xyP^/x^fBlttftlT^-Sc CPU 3 0 
ti. COMAS K-ROM 3 5 lCi3«*ftTVS*'^L' 
-^^V^Xx/xyP^^tcS^UTs ^^<7 7 > 

[0 0 4 5] Sfts MASK-ROM3 5UHi. Zl>h 
P-^ffllft«57 A, 7B<h. y^U*- KJS»SP8 A, 
8B. &tfa-KS:3*4**4 HC«a*ft53>hP 
-7 14, ^^Uft-Kl 6&tfHDD2!£CD/\-K'7 

xttwjm (a-k^xtm d) «fciBii*tiT^*o 

IOP3 2ti. COMAS K-ROM3 5 tClB1**tlT 

K^xT 7 I DlCg^T. =]> hP-7 1 4, 
*^<J*— K1 6MHDD 2*CD/\- K r ?x7 7 <tigfl 
^Tl\ 7 A, 7B. 8 A, 8BM*"K 

ffin*** 4 1 HK&^tlfcM- K^i7^LT 

[0 0 4 6] fefc\ /\-K^i7l Dti. 7 7 V h 

«*«K 1 £f*"P— O0> I D. Kl 6£<*T* 

— OO I D. S^HDD2tftT-^ I Dl?<D<fc? 

tc ^to»*/\- xTizmLTmfomztt-sntc \ 
[0047] ctucttLT. ^arr^^T^h I 

D, MC- I D&tfHDD- I Dti. S^^-f^Vhffi 

^ti^n^*nfc*/\- k^x^iiwo i Dtfe^T 

[0 0 4 8] GPU 3 Hi. C P U 3 O^b^ffil^ 
-A/^7 77(CffiMt% 0 £fc. GPU 3 Hi, JBfllX 

[0 0 4 9] COGPU3 Hi. flJ^tfJfcx-r^lCE 

a«ft3*7t*^x^ h*««r*o lt> gpu 

3 Hi, C©3*S*^i* h*iE»ttft*^78i 
^ff7o -Tfe^^x GPU 3 Hi. 

[0 0 5 0] GPU 3 Hi. CPU3 0fr60)a 

H^tC^oT. iSWtCJSUT^*^ h'Jh7>777 

mikfiOo f Lis CI CDJS® LfcUfSHCttlft-r £ tl 7"^~ 
fl^- (visual out) £tfc*J-r£o 
[00 5 1 ] —75". S P U 3 4 ti, iBJS^iW^^bffti 

fcS^-^sssrsADPCMfi^aiiBt, 
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T\ aftJR*»<&*mf**«£LTai*l (audio 

out) tzn^mmt, ^-oyvj^yyizam^n 

*<!: LT»fFr*o SPU34H CPU3 0fr6C9J§ 

[00 5 2] i!CD t fc?&^Y7 7 >h!i£:*U£gm> m 
jBjWSIA* tl* ts C P U 3 O&Xf I O P 3 2 Jb\ MA 
SK-ROM356SCPU3 O^CO^U-tV V?' 
•/XrAypyT^M I OP 3 2ffl<7)^U-7 1 -<> 

[0 0 5 3] CPU 3 01*. CPU3 0ffl(D^l/-T 

-f > u f □ y 5 ^ic .J: y -7 ^ 7* > h $ft£gs 

1 ©SgP^^JiWtC^JW-r^o I O P 3 2 1*. I O P 3 

2fflco^-^u— F-r y^vxx^yp^'^^icd; y p> 

hP-5 1 4, /*y*-Kl 6. #1>HDD23££:C0 
[0 0 5 4] CPU 3 01*. C P U 3 OS^t^U-f 

[0055] s^Lfcziv^vytf 7-1*0?- 

A^yTVyTS^l^ CPU3 0H IOP325 
?>LTP>hP-5 1 4fr6§kM>fW-fc7°U--\ , 6 % 6C0 
J§JJ* (a?>K) ICSf-^T. GPU31 J fSPU34% 

»(D***iM»-rSo 

[0 0 5 6] m±LTc=l> : T>VtfmMi=i>T>>y(Di% 
CPU3011 I OP3 2?/MT3VhO— 5 1 

4^eswvrttrc^ , u-i»^6<7)jg^icseoT, gpu 

[00 5 7] [ntf-SSlWH c<D«fc5*afc:-«Jl 
-> 7.7^1*. TtxVX^KiSlt^ttTl^PV^V'ytf 

HDD2(cpt:-?n^^ic, iXT<Dcfe3ices-r?.o 

[0 0 5 8] K>XI — ^CQi'VT. h-/l/) «*\ ZL 

cop v-mmi/xTi*^ kt<< x-7 (csbis a-n^vs 

1X££B 1 TP bf-ffeijfflffl^zyy -7— a >7P7'7 

COP k°— ^5BUlC-f>X h— ^CO'T 7X h— VU^^Tdo 
[0 0 5 9] -f>X h-^CD-OX h-;U^T"P*I£\ 

p.-+n*. -rvxh-56^Bit*nT^-5^x-fX^« 

53-<T> h%5ft£il1 lC^»-r^o 77-<77h«* 
C0C P U 3 01*. CcOxc^y X^tf^g^fv*,,*; 

SWimz (*-h-5» . sElM±P.-+fCQP> hP-5 



1 4C0j*mc^oTi'67 :; -i'7.^lClB1S*nTL^'r>7. 
h-^&SS^mU Ctl^^^y^-KI 6=etHiRA 
M3 6l£E»WWr*. 

[0060] CCOytU K 1 6s£lM*R AM 3 6 K 
iBIt^tl/c-OX h-5(*. P-W^^VX^lCfBIt 
SftTl^PV^V^COP LfcP&tf:. CPU 

3 oit^yns^n^o cpu3oi*. cco-r>xh- 

^ ^H^r * Z. t T\ P > =t > *y CO P tf-Si W£ fr 5 „ 
[006 1 ] ft as, -<7Xh-5t*. fXT^H^ffliJ-C 

-oxh-^co^fBit^nrcTt^vx^^uijiL. en 

JtU cnfca-lfteEfls-r^J^lcLT'b.fciv, £CQ 
[0 0 6 2] sgtS*. -OXh-5^IB1t?nfcROM 

[0 0 6 3] CPV^VycOBg^k] Tt^VX^lCfSIt 

Tjrn/cPv^yyic^ Ei4ic^-rj:5icSP>7 1 > i y 

SlcSft^^S (3 7x77*- : C o n t e n t - 
Key) *ffl^TBt^b*ra#M*ttTl^*. £/c. 

colti. ^rcxVX^Slclil^ift^ TMed i a un 
i q u e ID Wt^71_-^ I D : M I D) j 

[0 0 6 4] (P.-+fB88 £CQ^ 1 CQUfigCDffJ 

«C0P t-gSvX^ZxlCfc^Ttis tgtV X-76 s 6 H 
DD2tCP>5 1 > > 7C0Pt°-:&fT ; ?if£\ S^t'JA" 
K1 6 ICIHW tCtt3m/c r^^iJrj-KI D (MC - I 

d) j ts^Tf^rw- ;«ie»4icp.— •fats*^ 
cop t-i*^FRi* nftt\ 

[0 0 6 5] E5f*. J-W-7XrA+t-/«l4lt 
W LTP— fB^£'<Td $T-co>?iftl^S-r 7 + - 
0 61*. dC0P--+fBiSH:J:y'7 ; 7-<7'> h 
4ft5fc£Bl tvXxL>^-/^S4<i:C0P^T^§ffl*tl 
^tSfS^^-T MP tf-^S^Xx ACO*MieiaTao?) 0 

[0066] ccDEisau-'iaesm^TP.— tfasibf^ 
nmwtz* M5ayyu-^^-\-\,t. p.— y&v^-t 

h<i:ft^o 

[0 0 6 7] Xr7 7S1Ttt, 

h 5=&i>LTS»C0O^-f Z> hiS^SSl ^XtA 
+J—/\"S»4tCjg«5-r*o 

[0 0 6 8] S^WtCt*. CC0^7-f7 7 >h4S3|5gSl 
lcl* s 01 iZnkLtc^^lc^ySi-^y hS^fflcoiiffl 
if/*6tf«i (5EtM*F*3)S) i-ftTi^o P-+flCcfe 
y-fV-Ji-^-;/ hSHS««S3£fftl*<!:s 03lc^-TCP 
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U3 0(i. m^COWWW^^+fKStJl^TftfEU Z. 

[0 0 6 9] X^yyS2Tli. CPU3 0Jb\ *5-T 

(MC-I D) . ^5-f7»>h*ll3ieS«1»K«**lfc 
a^OttSUS^ (^5<7Vh I D) StfHDD2SlC 
tt*nfc@*©K8'J** (HDD- I D) *->7.t^+t 

-i mm 4 KSHifeivr *. 

[0 0 7 0] RttMKli, ->7.5 1 ^.-y--/^S4<!:'?5 

•f^vmasKai «k©is«sittf«3i*ti*is cp 

'J A-K16 £*ft*»tta«*tT3. C P U 3 0 « s d 
fcKJ3!)»* (^5'f7>h I D) » HDD2tEB«tt:tt 

a-ftfcKsua* (hdd-id), stf^^-ryvhss 
tcmsm^ (mc - i d) &*ti?ti®.m?2>o 

[007 1 ] CPU30H £*ie.<£>IIS'J§-^5\ 06 

tc^-Tct;^(^->xx/ i +t-A^a4#jic^ir^)o cm 
ic J: y, tfHiSro^S^XT 1 ^ 3 lent?. 

[0 0 7 2] ^^<7'>h4S*gSl <h->7.7^ 

/;««4i©IHKCfit"Ttt. mti'S S L (Secure 
Sockets Layer) ^COiHI^D I- □Jl/lcS^Tflfi 

jb^Bt tiTiMSfs^ns j: 3 k& o t jj y , mmv 

££14#5t«*ftTVSo 

[0 0 7 3] $/c. C(0Wcfcl/>TW\ CPU3 0ti, 
S^/WXfciWitffdCtT* ^7-f7Vl- I D, H 
DD- I D&tfMC- I DfclMfLTv'X-rivtf- /t» 

5feg«1. HDD2Sti/=EU*-Kl 6Kli. 
T'VMD, H DD- I DMMC- I Dtf-tft^ftS 

d<D/c46s H— tW, C0^7-f7> h I D, HD 
D- I DSlfMC- I D*H,7\ 3>hP-7l 4£& 
ftLT#»T* I D<OA73**tX\ fXri»+f-/SSi 
4ffiUlc3SfI-r*«t: J 5lcLTt,J:U\ 
[0 0 7 4] #IC, 7f7 7S3m ->XT/»+r-/< 
gI4i\ d<0a— •f&saMl$ftft:J<% l J 73- KO« 
S'J§-5§ (MC - I D) ftmWs. I DT^^^S^I'JS'J 

T> ->X^Zx+r-/^S4^ :i— ffreiSfs^ft/cM 
C- I D#W8)& I DTfe^<t*iJSyLfclS-&tcX5 1 -yy 
S41Cj1^ a-+r^6iHfl?n/cMC- I D 
I DT-££<t¥ySiJLfci§"&lCX7^:7°S 7lCjtt,% 
[0 0 7 5] UteWKl*. ->X7 1 A H 7--M'^S4te, £ 
TcO^^^f T'V hiSSfcSB 1 <D<7 'y-i'yy h I D, £T 
<0H DD 2C0H DD - I D, 7kXf-£T<D* =E 'J 73- K 1 



6C0MC- I D*IB1f Lfcx'-^-XS^LTl^ 

[0 0 7 6] ->X7 1 Atr-/^a4(i, ZL-tf^S^5 
-<7 , >r-4si5fegai, HDD2Sc» ; E l J7J-Kl 6£D 

gifro i D6WiTrn^<tv $-r\ 

ftfc^ty 73- K1 6CDI11WC0 I I D 

t 5 — 5»^-x3ic£«;*-ftTi^5&MC- i ot* 

5S£-U a-WejU^TSTtlfc^^y*- K1 6<0MC 
- I DilWICMC- I D^7=--5"s;-X3lC^^tlT 

[0 0 7 7] rutt* ->7.^A+T-/^p4t*s a- 
+f^e.5llfflT*-tlfc^^U73-K1 6©MC-ID«, f 

[0 0 7 8] )b s e^I* tlfcP< t 'J 7J- K 1 6 CO 

MC - I D#\ t*-*^— X 3 KIBlltgti^ftTV^ 
l^fftflDMC- I D^— ScL^fr -3 /cif ->x 
xiAtr-/^$IS4ti, CCDZL— tfM^©7 , '?-tr7.^. * 
IE^a-+fg^co7 , '>-tr7.<i:*iJ8fT-r^o C<0i§^, ->7. 
^A+r-/^M4tis X^-y^S 7lcfc^Ts fllfctf 

rc<7)^ ^ 'J 73- KTtt WmiVi^ E i«T-$J 

y, zl - tr'B«;tW Br* ft 75: ft fc^T\ Z(D3.—*f&M 

[0079] —7?. a-tfjtii'sasfltftifc/^ya-K 

1 6 COM C — I DA\ x— •S^-XSKIBUcgli^-tl 
Tt^t^m^cOMC- I D<t— StLfc*!^ ->Xt/* 
+7— /^S4ti, XTvZfS 4lCfc^T, Hffis v'T.t 
A-9--/^S4lC7 7 ^-bXLT^^lL-+f<0[ll : »co I D 
T«^>3.-+f I D (U s e r ID)*. 1^1*48$ 

[0 0 8 0] ^-LT. ->X /^»M4li, E61C 
^-r«fc5lC*<7)a-+f<0^ i 7-1'7 T V h I D, HDD- I 
DMMC - I Dtmz. ±IBa— ycom^CO I DTS 
^n-+f I D (User ID), Sl>^(c^-T^M 
C - K e y *— ro.-+f' x> h U1f 
SBJ i:LT->XT^- /^S4(07 r --Sf^-X3lcS 

[008 1 ] CC0cfc3[c s aiSHfi6c0H5Slc0l]bi°-eS 

1, HDD2&t>'* : EU73-K1 6<0 3OC0 I DCO^ 

[0082] V^JT-yVm&Wky. HDD2SW 
^'JT^-KI 6C03OCDI D6\ S^^J.-^T^T 

— S^■r^<tL^c:<i:^* : &y^f%^/c^6x cco3ocoid 
lt»-J.'lNTa-+f 'Battf 3 c J; y . a-+f *P||| 

y. ^at-r^Tt^vx^iciBits-n/cDv^vyco^iE 



(10) 



ftffi 2002-328846 



[0 0 8 3] IL-1fH«a>ieHC* TMC-IDCD 

x ^7^7>hiD(D^J> THDD-IDCO 

% tmc- i oto^^yy h I Dj , TMC- I 
DchHDD- I Dj , sKW* r*^< 7*V h I D<hH D 
D- I Dj *5/X^/x-9— /<K«4«!I(!:j8S« LTJ-V 
BS*f7d<fcdlcLT*><fclA, CftS<B*$?*u #l 

[0 0 8 4] 3«c* Ji-tfBao^tfXxyys 5lc 
S/XfAV-y«l4B, ZL-tf«»*WE«lc: 
LtcHEt LTx ±IBX^«yys LfdL~+f 
x> h U1f«a)3-S. H-tf I D (U s e r ID)* 
MC-KeyT«§<bU Ctl*^ 5-f T 7 V hft(tt££S 

[0085] CMC-Key) C CT\ ±13 r MC-K 
eyj W\ ^7^7>hS*gI1 (Li/XT^-/^ 

Tfe^>o dCDMC-K e ytt, M C - I D tmz* =E U 

[0086] MC-I Dtt. IL-+f3b^ < BKprftBft«t3lc: 

£\ d COM C — K e y»ia.-W«Kl?#ft^ctaK> 
^'Jfc-KI 6F*3lC|B'lt*nTt^o C<7)MC- 
Keyte, JL—Vtft^Vll- K1 6 (*)tcfaif *ftTV 

MC-KeyH IL-+f U^/UT*«x 1818?% C <h liT 

[0 0 8 7] Sfc. S/X7^+T-M^E4c7)7 r -£'<- 
X3Ultex tT^i'^-KI 6<Z)MC - I D<h« 
It, ***y*-Kl 6^IB1i?nfcMC-Ke y#E 
«*tlTL>*o 5/X^V- /(S14B, MC-Key 
ft^S<k«:ofc<t*tC, CCD^-^^-X3^6MC- 
K e y*B8*ttJLT#RS?*o £<Dtcti>, 9^<fT>b 
1 JbS^Xf^-/ ^14 tc« LTMC-K 
e y^Sfli-tL^ilt^S^o 

[0 0 8 8] Cc^^atC. MC-Keytt, ZL-+f 

; u n*i8B? * c <t # ?\ ^-f^vn** 
ssi <t^X7 L /x^-/^S4<h^HT2isfi*n^c 

[0 0 8 9] ^7^7Vh«*8I1 <t*>7r^-/\ l 
gB4<t<7)Pa^3Dtt^MC-K e y 4>2£gffi£*E<kT 
5ctT\ MC-Ke y6^H#^{gSS-tL^^tP^* 
Iftih?*C£:tfT>**o 

[0 0 9 0] ->X7 1 ^-/\^l4(i, a— VI D (U 
s e r ID) *>6fI?£P8x ^bbT-* <N-X 3 K§3 
1f*tlTl^MC-K e y<Z)4»frS. i^ffi7 7 ^-bxa , tl 
Tl^a.-+f<D^^E'J*- K1 6lcfcUS?%MC-K e 



y^aJR-TSo ^LT. C<7)iM8?LfcMC-Ke y*ffl 
l^Tl-V I D (U s e r ID) *Pf-^fbLT^-< 

7vm*jsn £«!?*„ 

[009 1 ] £t7)MC-K e ytt, ±IfiIL-+f I D (U 
s e r ID), ^tV72Z-^ ID (media 
unique I D (M I D) ) , =1>^>^=^- (C 
on tent — Key) x Content— Gen 
-K e y**ft^ft«4Mb?*l&lC^Sft%o 

[0092] m i Dtix grytT-tx^mcmmizttzti 

fi?$l>o Content-Gen-Key t£x HD 

d 2 tc n t:-* n% =i >^ >y iztt Lznvsmmm* 
[0093] ^^^^yhfldssgBH*. Tt^vx^fr 

^S.mt\^tzZ\y=rZ/ x y^:, ±IS Content— Gen 
-Key *«l/>TSB»{b*ttS LT H D D 2 K Zl kf-? 

[0 0 9 4] jfcic, a-+fB«ff8#XT L y:/S6icit 

4ffliJ^6iSfl*n/ca-+f' I D (U s e r ID)** 

^ya- k i 6KK«*j®-r%o etuefcy* jkdbis 

(D7P-ft- HcS?:i— tfB»<&£*5«tf«7? 

LTx Ctf>B#jjSlcfcl/>7\ *^y*-K1 6tc 
tex [2] 6 lc^?c£ 5 tC^&IBItffftTl^ M C - I DS 
(/MC-Key MC-Key TBSmtZntcD- 

-^ID (User ID) #iaifi**l%il £ 
[0 0 9 5] {^=r^T3.--^ I DCD^LUt^y^y 
Jtt^-rX^lClBBSftTt^^V 
^>^*f^[H]T i tHDD2tCZlb 0 -RTtgchr^<t:x MC 
-ID, MC-KeyM2-f I D (User I 

d) mmznrc*=E*jt)- ki 6*fB«a-+fi*:«4 
?*jew-T\ cc7>ftfi^a--+ft)7 i c7 i vx^tcfB^?nT 

^5 =] Vt 1 * C CDftet7)ZL-+f cT) HDD tC^FIEtC =1 b° 
[0 0 9 6] Cc7)zit: 0 — fi'>X7^^ =] >7^> 

s^LTSW^x^fttcWdrnrcHfto)*^ 

-< 7^3." — <7 ID (media unique ID 

(MID)) *i/X^^-/«*«4ffltc3iHfr*o ^> 
X^/x+r-A^S4ti, a-tf^^^f^n/c/^VT 7 
a--^ I D*Bii-r^<*:tttc, Bg^ba"tifcu 

THDD2tC=ltf-r^>o Z<Dtc&>. ^KDZiy^y^^ 
<7^-fT> hfi^H IC^LTx =l>^>^cDzifcf- 



(11) 



&M 2002-328846 



[0 0 9 7] e/7r^-M^l4^ O^^T^Vm 
[0 0 9 8] m^i. ftZZL-VftSftTmALtcX? 

[0 0 9 9] LfrU ->X^iU+f-M^S4ffiiJtCti, ^ 

> V * - O^I^tI? tlfc £ t ^Tl^ 
3o C<7)*&. v'X^/*+t-M^B4te, fft^3.-+fHC 

[0 1 0 0] m7 <D7U-=F*— ^xV7^Z- 
^ I D (MID) ODSStJ.-W^VxV^*-^ 

[0 10 1] d(DEl7SU : El8^^^T^T : V7 7 n.-- 
? I D (MID) (7)^ct=l>^> % >+-CD^f»J^ 

--^ id (mid) (Dmmt^y^> x y=^-(Dmw^ 

[0 10 2] Xt7^S 1 1 Ttes <7z"C7y h 

«*S£Hi#. s/x^i*t»--/u*B4i:a)iiiia)iiffliia« 

ys 1 2tfUifco 

[0 1 0 3] CtOffllciJ^TU:. SJSEtOa-t^S 

st«4t©mi-CTWtarn/fcaffliiai8*— i«ku 

1 <hv/X^^^-/^S4<t^P^^ii<f[£]^^5t±z:-r^ 

[0 10 4] L^Ls Sua5CDa-+fBatcjg5ttT, *5 
-<7 7 > h#£^*£K 1 (hS/x^Zxtr- M3£»4£a>lHTW 

3l*tlfciiffllig»*«IBr-r*Cta:<. C©BWX»ff 
bXr7^S 1 2lc5tt>C<!:i:S:*o 



[0 10 5] ^(CXfyys 1 2T1is 7 7 > h« 

*3£»1*^ HJi2R<0cfcdlcW»Lfca— tf I D (Use 
r I D) StfMC- I D^>X^/x+t-Ml£K4U:£ 

frr* 0 *fc, ^^-r^vhttssRjsai can--? 

I DStfMC - I DtJttc* Ctlfr <B> H D D 2 lc zi kT— 
Wmi^^fV72Z-^ ID (MID) ^vXr 

uv—i 4 «ijicas«-r 

[0 10 6] RfttfHCtt, CPU 3 Ottv *^'J*- K 

i 6ta«*f5i\ BB8tcs*T*3fcMc- i d^vx 

f/^lf- /S«H4«i:aSflrr*. Sfcs CPU3 0ti, 
SuiES)* 91CMC-K e y TW34b3* tlfcZL-tf I D £ 
**y»-K1 6^6lf5^tt3LT->Xx^+t-/^S4 

«icasflrr*o sfc. cpu3oh Jtr-rx^jw 

3 3 * fflj H L T 7*6 5V X * 6 S £ L fc ^ 5 s -r T H " - 
^ I D (MID) ^MC-Ke yTW^bU CfttS/ 

x^^-/«3s»4«jicaiftr*o 
[0107] cneco§if$B<ttttc> ^^^yy 

V I DRtfHDD- l D^i/X^A-y— /^*4ffl'J(C3l 
fSr*<fe^tCLT i fc<t^o V^^Ty h I DMHDD 

- i ±ihmc- i d tmc3-—*f<D#fci,zm^z> 

££ftT1*Z>o MC-ID, Zzt'CTy h I DSWH D 

D- I D4)3O0D I D^^T^-t^*^?" 

T\ MC- I DCO^Ta— V0)W**fT 9*fi«ty^ 

[0 10 8] £tc. 1^<<Ty h«5R^«1 iii/X^A 

■y— /«stt»4i(7)miT*a6Sfi*n*ifan4. mass 

L (Secure Sockets Layer) HCD^iyP h U/btcS 

T'VhiwSfe^Bl t*>X^1t-/««4i:(0IBTtt, 

[0 10 9] Xt7 7S1 3m v/X^^+t- 

ZL-+f I D (U s e r ID) fi^WSbS I DT**6 X S 
ft^WSJ-T^o CCOXx^yS 1 3ICfcVT, v/X^A 

cflDB^Wfffa^x^y^s i 4icjgt?o ^ntc 

WLTs CCDX^yS 1 3tcfc^T> yX7^-^ 
g»4A\ ZL-+f I Dtt*ll8ft-p**t«8ULfc»^ d 
oaSSSffitt^ry^S 1 7 Kit t; 0 
[0 110] ftf*Wtctt, ^Xr^-/^I4H * 

^-r^vhiffi^Hiffly^e^i^n/cMc- i d (a 

Wj^yy^ ID, HDD- I D) tr_g-3^Tx-£ 
^-X3^#RSLx I DlcajC5r*MC-K 

<7)M C — K e y tcS^Ts M C - K e y T'Bg^fb* tl 
T^l^n/cZL-+f I D (U s e r ID) Rtf^xV 
T 7 ^---^ ID (MID) *^tl?ft*^b"r*o 
[0 111] S5a!c7)J:5tc. ^Xr/x1t-/«l4lO 
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ID (User ID) , MC-ID, <7^"CT> h I 
DMHDD- I D»#IB1**nTl>*o ZLOtcbh. ^ 
Xt^-/«14H MC- I D (^7<7>h I D 
St/ HDD— I D) [zM-3^Zt— X3|*l<Da- 

C<7)iL-+f1t$gp*gcozL-+^ I D (U s e r I D) £* 

I D (U s e r ID) ££ES£-f So ~> 

X t 1 LxV—> S&M 4 ±IBiffi#tf— » L /c»&lc 14, 
3^?ii/X5 1 ^+f-/^S4ffliJtc7 7 ^-trXLT*T^SZL 

©ainx»«atfx^j/7 , s i 4 [zmts* 

[0 112] CftlCfctLT, ~>X5 1 /*+t-M^E4l4, 
-_^^_ X 3C0a-V1t^[*]C0IL-+f' I D (User 

i d) m^x^^-j^m^imzT^^xL 

T$Tl^^-W2~+f I D (U s e r ID) W 
^F— acDif^s *-tDH.-+f I D (U s e r I D) l&M 
WltVmtZo fUv ">XT^-/^l4lt X5 1 
y^S 1 7Kfcl^T> mt* ra-VI D^SfiTfo 

n.— yea* ltt*i\ j *a)Sjsoa— yaas-ffi 

[0 113] *(z: % XrvZfS 1 4T14, vXt^- 
X^^|BSS*tlT^S=l>^V^i4s iS»c=ltf-?n 

[0 114] JUtftlCtt* C©3^-»>Xt^1| 
Tl^^rV7a--^ ID (MID) ^TSSTTtl 
tfStonfcBHCs x-^^-X3(7)^7 : V7 7 lL--^ I 

D (MID) tcttLT:7^£:iTS£<hT\ nb°-cr) 

[0 115] Z(Dtcti>. vX^A+t-/^S4t4, 
^71Z-^7 ID (MID) &mmt?2>t. *<D*=r 
4T=L--<7 ID (MID) KttLT^^tff^xv 

^ | D (MID) ^wrSTtxVX^^e^tcnVT" 
v y © =i b°- tffitohfc *«5**wsa "T s c <h tfT* 

So 

[0 116] ^^tV7J--^ ID (M I D) <D~P 
7WioTl^j:^a^ ^tV7H-^ I D 

(M I D) fcM^nfcft^V 
ffl3k:-t4ff3bnTl>ft^Ci:*»i*-r*o £<Dtcfts 
5/Xt 1 4 14* x-^^-X 3 rttCfcW-** 
<D*t<<TIL——<7 ID (MID) (Dy^V&tLTZo 

rV72--^ ID (MID) ^ ^-t7)ZL-+fC0IL-+f 



S 1 5lCit#>So 

[0 117] CtUottLT* f^7V72--^ I D 
(M I D) <D;75y#ftoTl^*ti^ iB^lC^O^x 
<72I-^ ID (MID) fcM^ftfcJ^VX^frS 

c7)fc<$6* 5/XT^-tf— /S3SS414* Xf'V^SI 7tCfe 

r S££i4T*£i*/u 0 J »0)3V?> i ya)3tf-*JE 

[0 118] *iaf7 7S1 5t4* iB2rl«:* 

tfojttx-r x^£ n 6=i >-^>\y<D=] tf— tfRtotiTt^ft 

/t3£B4t4* tfG>*^'J*- K1 6C0MC-K 

ey^^T, ftxV X^KlBit;TnT^S=i>^vy 
^Bi^bL/cH>^> % y^- (Content-Ke 
y) (DB^itttOo f Lis CCD^mtLTc^y^y 

— vicwlt. 3tt7Vx*icE»*nTu**3>y>y 

[01 19] MC-Key&4* f02-WBrSt5^ 
=E*J13- K1 6tc»LTIHW^S , nT^So c^ft 

^^J-f^ ^MC-KeyjyEtlJnfc^^UA 

-ki e^^-raa-tfoaficiaje-rscitfTSSo 

[0 12 0] £fc* v'X^A+J— M2£«4tt* 
-X 3 telB«*tlTl**3.— V h UfltWHc*^ 
T* ^<7)lL-W«fflLT^S<75"<Z>h«^Bl 
<7>^5-<7 r >K I DMHDD20HDD- I D£1S^ 
BTo '>X7 1 /x+f-/\^S4t4, cnbSl D£* fljx. 
tf3SUR*«^T««Lfc r^VrWiy*- (Co 
ntent-Gen-Key) J TBB^bLT^^-TT 7 
>h«**«1flllli:iBfflir*. 

[0 12 1] *SU:* 5/Xy/vtf- M«B4tt. <7^«C 
Ty h I D&tfHDD- I D£0g^bt"SP8Um^/c=] 
>T>7yi>4 : - (C o n t e n t — G e n — K e 
y) ±IBMC-KeyTBi^bLT^^><7 7 >hilS 

[0 12 2] aHcttWr*tf, 9^47>hW*&W\ 
(4. yXT^-/^l4*S®l?n/c^7^7> h 
I D<h> ^IS^^-YT^V r-iS^^S 1 O^^^ZVh I 

X7 L ix*-/^H46^S5S6«*tlfcHDD - I D<h, S 

m<7^-cyy hisB^sa i ic«»*tiT^* h d d 20 

HDD - I DtSfiBttSo ^LT, ^-fZVhiS* 
£■1 t4v ±IB2-PCD^^^7 7 > h I D<k. ±IB2OC0 
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HDD- I Dth\ ^rtl'ttl— WL?2>Z.£*WmLT^ 

[0 12 3] ZKDTc&s i/Xf^-Z^fA^bJ- 

l^^<<7 7 y h I D St/ HDD— I D&i&mfZZt 
iCcfclK ^tt^-^-x 3 tcSS^-tlTl^^tf) ZL- 
lffl) * 5 *f T 7 > h *S*gS UHDD2 flMH**fe« 

[0 12 4] SSKx S/XrW-/«l4tt, <7^-f 

7>h I d st/ HDD— I D^%mtLtcz\y^yy-J 
HWfctt* tl/cM C - K e y *«l/*THHWfc 

[0125] Xrvzfs i 6m <7^^yy h 

MC-K e y^Bg^b^nrc^V^yy*- (Cont 
ent-Key) % MC-K e y TWWfc*ttfc3 
y^^iV*" (Content-Gen — Key) x 
M^VT^yyiV*- (Content -Gen- 
Key) T*W*fb*ftfc*^-f7 , Vh I DMHDD- 

[0 12 6] COcfe-plC. dCOzitf-gii^X^Atix 
^£tc=i yn--^ I D (M I 

D) ttTZMr* X9izamZtirc^>T>y<0tt 
ti-^rppI^^TOo ciniU^ Sftx-rT^KfBt** 

©□fcf-*ff?*IEffiffl*l»±r*Ci:tf?**o 

[0 12 7] [H>T> x y<DU¥-] JL—tftt. 
CCD=1>^>^^- (Content-Key) £SM# 

H DD2tcaL°~T£££jb^HE<b£:£o 

[0128] H9«c(D=itf-ffea)SiEn^-r7P- 
K bi ot*ii^i]>^> 4 yo=]t:-^T^bti^ 

-Kl 6(OPaTlllUa51f«***ttl5:SLfeBI"P* 
[0 12 9] S-Tv 0 9(7>:7P — f 1 *- M*. SuSiCD* 



8tf«Lfc:i-+ft>\ <7^<T> htt^Sl £J#fELT 

□ >T>7^b°-^t5C(!:rx^-h(i:65c 
[0 13 0] Xt77S 2 1 Ttis <7"?<<7> h«IS5RIS 

1101 OP3 2ft ftlftlM C - K e y T'Bg^fb* 
n/c=l>7 1 >^+— (Content-Key) St/P 
Vt^V^vx (C o n t e n t -G e n - K e 
y) ^t'J*- Kl 6frS»MtiU Cti6>£CPU 
3 0lC«$g-T^o 

[0131] tO^CO^tC, MC-KeyH i/X^U 
V—/ t£H 4TSiZfC<D*^<<T>h S^S1 1 T*tl* 
tl«J#LT^* 0 Z<Dfc&s CPU3 0M:. £C0«&L 
Tl^MC-KeySffll^ ±IBB§^b**lTl^P 
V^V^*— (Content-Key) St/P VtV 
7v^i>+- (Content-Gen-Key) 

*<b«a-r*o CPU3 0&, £<Dii^fbL/c 

=1 >^>y+— St/P >7>7yi > £ RAM36 

7S 2 2tCJit? 0 

[0 1 3 2] 2Tti, I O P 3 2 6\ P> 

7>7yi>+- (Content-Gen-Key) 
T^mt?rLtc<7^<<7 7 > h I D St/ HDD— I D^-^ 
Kl 6frSIS^aiU £tlS£CPU3 0U:#t 

$&-r^>o cpu3oti^ 5fcic«^bL/c=i>7 L > i ys>i 

(C o n t e n t -G e n - K e y) £ffil>TiI 
O^-fT^h I D St/ HDD— I D*ara4br*o 
[0 1 3 3] CCDXTVZfS 2 C PU 3 

£ Q Sfcs CPU30lfc ±E»HbLfcH DD- I D 
ai^7^7> hffi^gl 1 iCgi*tl/cH D D 2 
(DHDD- \ Dt^m^TZo 

[0 13 4] X777S 2 C P U 3 0 

*fc ±tZ&<7^-(7yh I D, St/±f3£HDD- I D 

n^t* =i > t 1 > y p tr- ^ nfj-r ^(d^b- urn 

tf-fra#X?y 2 8 lc5tt> 0 
[0 13 5] *^U*-K1 66^6«^b*ftfc^^-f 
T> h I D St/ HDD— I D£\ ^cD^-TT 7 :/ 
SSI 0^^<7 7 > h I D St/ HDD— I D<h-aLft 
l^L^Cilfc SuaiO=l>7 1 >^+~ (Con ten 
t-Key) fl>Btf#*)\ IE^<7)lL-+f4)^-<r7 7 > hMB 
*SS1 St/H D D 2lcS^TtTfoftTl>£^C<fc* 

7J^t" 0 

[0 13 6] -T^^b-Sv C(7)li^> iE^a-tf^Sy^E 
'J*-K1 6 *«-^*tl/-c^iE3.-+ftf. p>^>y<D 

□ t? - £ fif -5 <t L T L £ £ * tts L Z I ^ o 

[0 13 7] £(Dtc& s C P U 3 0«, ^J^tf rz]tl 0 - 
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[0138] xt7^s 2 4t*. f^^yy hfiS 

*S{Htf, ±f3&^-f7 7 >h- I D&tf±E*HDD 

- 1 do— a*«mLfc»it:*fi-r*x^yyT**o 

CPU3 0te. 7GX>X^S»g[5 3 3lCcfey 
^7^^^bl^tlf:3>7>7^ R A M 3 6 tC 
IBIt^ftTO^llV^vy*- (Content-Ke 
y) SfflWII^S. CPU3 01*, C<0tB 

^1bL/c^>T>7^, RAM 3 6tCfH'lt*nT^^=l 
>7>7^i>ir- (Content-Gen-Ke 
y) 7SB§ftLTHDD2i:fl»Sn o 
[0 13 9] *(C, Xx77S 2 5?B, HDD2tf, 
Ell 0lC^"TJ:5lC±I3=3>7 : > % >v ? x>+-TIIBg# 

[0 14 0] Jtfc, Xx7yS2 6?l^7Y7>h4i 
£££K1 (DCPU3 0#H D D 2 iiSiI£fr"5ir£:T\ 

HDD2lc34LT=l>7 L >^^tt*&^Tdo □ VxW 
^□b 0 -^7"r^<h. C(D=lti-S^X^^7 p 5 2 
7 tniiC>o 

[0 14 1] Xf7 7S2 7m ziV^V^y^zit: 0 - 
ft^TLTcrcfts I OP326\ y^'J*— K1 6lC|2 
tiT^tlTl^=I>^>^+— (Content-Ke 
y) £>H£-r*o CtUCfcy. C^a^-SStfteTT 

[0 14 2] dCDcfcdtC. ^^-f7*>H»5H*Hl tt. 
Z3>5 1 > 4 y+- (Content-Key) TPg^fb* 

LT H D D 2 leu tf— TSo f C4>=1 V^V^O) 
[0 14 3] fyjiECDcfcdlC. jlSlCZIV^V^CDZIkl 0 - 

LT. S/X^/xtJ— /*SB4«\ CC0SS=*U:»LT 

[0 144] ±|B»=#tt. □>5 i >y*-*wf#r* 



A6s ±IB^=^^=I>^> v y^H D DlfO)— *E*«f* 

its □V^> t y<03F:jEffi«*B5±-r*Ct3VT**o 
[0 14 5] [^t°~?nfca>7>7(DBt] *tti, 
iKEcfc-piC H D D 2 tCZI tf-^n/cHV^V^^. IL- 

tr wit y & us £ LTfuar * c t t** * 3 tc&^ 

[0 1 4 6] 01 1 tc, HDD2lC«^n/c=]Vx> 

§£S1, HDD2Stfp«ty*-K1 6©PJTtty»to 
[0 1 4 7] 01 1 — f 1 -^- Hi. SuaiCD=]>^ 

[0 14 8] X77^S3 1 Vlt. V^^TyYm&& 
m 1 <Z) I O P 3 2 b\ ±EM C - K e y TBg^b*tlfc 
^>7>7yi>+- (C o n t e n t -G e n - K e 
y) **^y*-Kl 6 6^6K*aiU £ft£CPU3 
OlCfltlg-rSo CPU30B, l:0^>7>7vi>+ 

K e y*S^T»WbLTW£T*. 
[0 14 9] X77^S 3 2B1 I OP 3 2 

h\ zi>7 L > x y>>x>^— (Content-Gen- 
Key) TrB^mfititc^^^yy h i dmhdd- 

I D^^E'J*- K1 6 6*Stt*tUU CMCPU3 

oic«tie-r*o cpu3ot*. 9tiz'&mtLtc=\yTy 

[0 15 0] *lC, XT77S 3 3T1is C PU 3 0 

[0151] 3Efc, C PU 3 01*. 7 7 > hffi 

*2£B1 lC»BI*nT^*HDD2(0H DD- I Dt. 
±E3>tV 4 ^i V*-T«%LftH D D - I Dt 

[0 15 2] ±fB£^vY7 y > h I DS15±E*HDD 

- I DA 1 !— BtLa^tt^acttt, M>*^y 

»-Kl 6, ffe(7)a-+f(7)^^-f T 7 ^ h 1 . IK 

lS*ffi<0i— +f<DH D D 2*^ffll>6tlT^5C t*S 
To Z<Drc&. CPU3 0t*. X77yS3 5l^ 

[0 15 3] £(D£oi,Z. gii V X ^ tC 

l^Ttex H DD2tC=lt: 0 ~^nfc=]>7 L >^^^-r^ 
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0=5><<Ty V I DRtfHDD - I DCDM^fi 

D2£j£^LT> RHDD2|*llciB«tfftT^*=]V7 1 
[0 15 4] LfrU *=EVt>- K1 6rttCfB1t^tlT 

^^^-TT'V hfiffi*^HtCfct>T, H D D 2 iClBtf 
'J*-K1 6tHDD2tf»4*nfc»&?t), HDD 

[0 15 5] %UZ, ±fSS^<7 7 Vh I D»U\i:l3« 
H D D 2 Lfc»^ C P U 3 0 , 5fe(C 

«*{bLfc3>f>7i;i>*-Sffl^THDD2^3 

[0 1 5 6] R AM 3 6{ZMZm*\rc^>T>Vt)\ ffl 

x\t\f. z r*'f-uv>>f-uziy=T^y t?$> -d terns, c 

5o LT> CPU 3 01*. WAHf^x^y-^O+V 

7***ws*y»u a**^BGM«*«s*jap-r 

£ 0 o mentis IL-+ft*. tcxV X^fr6H DD 2K 

[0 15 7] )tTVX^^bf"A3>7>7^igW 

Ls 3 KStc^V KIBS^n/cy- A=l Vt 1 

>*y£H DD 2tCHt: 0 -LTi5< ZitlZ* V. Srfcftt 

*y-^*^^-xmiJB»Rr«fr*ci:tfT**o 

[0 15 8] &3b\ T'cxVX^^eziV^V^CDZIb 0 - 

lan^tiTi^^v^v^y^xv^-^x ut:-5S7& 

+-TPg^b*tlTH D D 2tC=l tf-"S-nfc=lV^> 4 y 

cflD^t'ja— ki 6tciB , isirtiTt^=]>T'> 4 y 
[0159] [r/wx^na s*u:»ts»«] * 



S4tt, <7^^yy h I D, HDD- I D, MC- I D 
m (iXT\ -gLTf/WXI Dtl^) is a— VI 
D4:*a-1fx>hi;nHBi:LT-«LTWr*. L 
frU ^7^f7> hfiS^i 1 D D 2H^f/KX 
y£»Lfc»^ C(D$)SLfc7/^7^ 

[0 16 0] —Jd. Z(DZl¥- t Bmi'XTl±<Dm'£> 9 

«E*l»±r*<fc5U:*oTl/>*o ZCDtcti. <7^"C7 
> h 4S£gB 1 * H D D 2 *(D W X *<*3lc <£ y « 

[0161] fc/c\ CCDctd^S^CD^/KXtC^L 

3 L fc x 7 «-f x *m l * T =I > 5 1 > *y CD =1 1° - ■¥> n ± 6^ 
[0 16 2] c^ab-flyXx/x^ x/WX©* 

[0 16 3] (^7^7>hB5|>8iMHDDa)« 
3, X»lC»T*»JS] 01 3tC, d(7)=lb-g3i/X 

Ell 3*. xWtf&frftT^%<7^*T>bmXmS.'l 
□Kt^ttH D D 2t4, fiS^ILfc7 1 /\VX^^LTt^^o 
[0 1 6 4] C1C0E11 3tC*J^Ts 7/WXtf»}ILfc 

K1 6^c, C^ab-g^^X^^^giiT^g^ 

[0 16 5] Cfl!)Ji^*y*-K1 6«5S 

JiLT^ftt^?***^ ^^EUtj-KI etctizi^x 
>7yx>+- (Content— Gen — Key) •¥» 
□ >7>7yi (C o n t e n t — G e n — K e 

y) Tn^it-Zntct^-fTyh I DMHDD- I D 

UXT> &l D^-gLT7/WX I Dtl^) 3^IB« 

C«ILfc7/WXi:W:^^- K1 6^±IB'J 
[0 166] y^Z-feV^-Ttt, ttWLfc^/^Xtf 

a^srnstv o^xV w X7b<lE^ tc^-r ^ J; 5 left 
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[0167] mftmzi*. v^^Tyymz.mm.yn'? 

5<7'>h I Dli, m*.a±f&/\— K"5i7 I D^*^ 
U— T^-f v'XxI^P? ^ AiKlCM A S K - R O 
M 3 5 KfeitTMaTl/'So HDD2rtlct±fBM 
ASK- ROM 3 5 tm&<DMA S K - R OMtffStte. 
tlT*5t»> HDD— I D (i* JKEM A S K-ROMKIS 
■M*tlTl^„ Z(Dfctt>. y^7Mr>*-TH\ 7/W 

ftTl^/cMAS K-ROM^lXyfl-U Sfr/t&^-fT' 
>h I DsEtMiHDD - I DtflSlt^ft/cMASK-R 

HDD - I D(Ott-5-«-?T-5o 

[0 16 8] &fc\ fAVXSMSifnWz/WXlcS 
^■T^ti^i, clWWrta^^'/WXCDMASK-ROM 

T*-tlTl^rcA6, ±E^3B$<DJ:-5&MA S K-ROM 
<D3££lifr:b&l\ 

[0 16 9] ;^tc, yST'-tV^-CD^U-^Wu ft 
fSLfc^/^ZtttlcS^tl^yt'J*- K1 6(TjM 

S4<D5 r -£^-X3lc7'<7-trXU ±fBy ; E l J*-F 
1 6fr<=>S£L/cMC- I DlCg^Tv ±Et : '-2'< 
-X 3 tCEtt* h7V*i— *f X V h 'J1«i*#BHr 
£o f LT> :f<U-*(i, «K5|58B**flPLT» 

x-^-x 3 iciB«*+iT^-sn— yx> h yit«<*> 

3-^^ f/WX I D£, tf/cKtt-^L/cx/WX I Die 

[0 17 0] *^U-*lis tti£l£iI£IAft L 

Ts ^^'J*-K1 6f*3lcfB1i?nT^^. MC-Ke 
y TBg^k*+lfc=l>7 L > , >> > 'x>*— (C o n t e n 
t -Gen-Key) iu =5>7 1 > > y>>'x>+- (Co 
ntent-Gen-Key) TBt^b^tlfcrV WX 
I D (^7Y7>h I DMHDD- I D) ttttl? 
*l5H*r*. LT, C<D>tya- K1 6£\ £9, 
£&l?Lfcx/WX<fc»tca-+fU:>g;2i (JBtH*#« 

u r 

[01 7 1] cfttc«fcy, ZL-+f©7 r /WX (-S^-rT* 

> H«Sl5K« 1 . HDD2SO : ^ : E'J*-K1 6) 

fig«. H 5 StfH 6 tffll^TKW L/ca— yessmitf 
*7Lfcil«©ttMI (=n>x> , ywnt: ,, -^5ilBU 

[0 17 2] CC^t'Jft- K1 eixM^XtfjES;* 
tlfca-+f li. El 7 8 £Et/>T8HfE Lfc* 9-i T 

3.-— 5 ID (MID) C0Sti<h=l>7 1 > , y*- (Co 
ntent-Key) (T^SM^M^no i-^^^^T 

[0173] ? ^ -< T 7 V hiss^B Hi, a— y<&JifE 



tcWKLTv'X7 1 /A+r-/^S4i::7"7-t?XL. yf-f 
ID (MID) 4>SM8£*t-5o f LT> ?v 
-f y> hSS^SHi, icoS^lCcfcU^Xx^+r-/^ 
^4*^eiX?f L/tnVxV'y*- (Content- 
Key) ^/B^TftxV X^lcEtf^TftTl^llVxV 
\y£H D D 2 Kff=] kf— -T*o 
[0 17 4] CftlCfcU, x/^XGJ^S^SSlCty 

f/w^i D^»rfcic^Lfci«^T i t,. mm<D3.-+r 

T*nii> «fc4?/W^I DlcS-^'l^TnVxV^O) 

[0 17 5] $fc, Zltf-SS^Xx^ffliJT'ti, **S*» 
3*8M«: <£ y «7c LfcrV \V X K*r L T%\tcts.7i W X I 

-T X <h £0£fil ES'J LTglt 

[0176] c/^y*-Kfl!)wa. n»^ic*frsw 

t&) &lc. ccD3tr- i gS->X7 1 ix(7)it-&. ^i'J*- 
K1 6<Tjfi&ffl. s8l,S*|«KfcU:»LTl*, WT<rjJ:5^W 
5tt"T-2>„ E141C, ccrjntf-gSv'Xx^lcfclt^^ 

fy^UTJ-KI 6#\ HSJISELHifflfcLfc^ya- 
K 1 6S,t?LTI^. 

[0177] * t 'J K 1 6 ^fflaElHi^ LfdS 
n.-+m, CCDE11 4(c^-TJ;5tc, -fv^-^.>> 

h 5 L Z -7 5 7 V h 1 &->X7L,t-/ S 

gS4lCjg^L> ->XrW- Mg^lcftLT^y 

[0 17 8] CCTj$«SA^5-n5<t:->X^Xx+r-MSS 
4li, a-+f I DWA^BIEx— S»*^-7-f7 T > hSS* 

s«i«jKi3Sflir*. ciniciy. zL-+fco<?^'f7 7 > 

hJS3fe^SHi. Tl/ev'3V§«I1 8lca— tfl D 

[0 17 9] a-+f"li, COAfciBflGia&LTa— * I 
DCOA^I^^T^o Lft^Ls CCDJf^ /^iJA-KI 6 
6^a=E^li*»^LTt>*/c46x y*y*-K1 6*^6 
ZL-+f I D (U s e r ID) ^^tii-r C <hliT*% 
L\ ZLOTctb. ZL-Vlt. =L— tf l D6^TS-n/cPSlt 
y^«Wtc«*i:LT*Jt^a— y I D^T, a-+f 
I D<tjA7J^^5„ h4S*^Hl li. C05A 

73?*x/ca.-+f I D=&vx^iA+r-/\^S4(c^lir 

[0 18 0] :^lc->X7 1 A+r-/^B4^ C(7)ZL-+f 
6^5Mfi*nfciL— y I Dtcmr^a— tfiv h y« 

$B^7-^^-x3^6#?ar^o cnicty, ->x^ 

A+f-/ 4 ti, «asgtS4l»ife Lfc^ * y *- K i 
6CDMC- I DMMC-K e y i«lc. 3>7>7^ 
i>+— (Con t en t— Gen — Key) -^^03^ 

«u»-ki eT-zitf-i-ti/czivxV'y^isis-ri) 

[0181] MC, ->X5 1 /»+7-/^B4ti, Wf/c^M 
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C- I D^^rTS^'J^- K1 6 n ewlc^LTv St 
fc^MC-Key (New-MC-Key) t. dCDN 
ew-MC-Ke y ?lrftlCBif <b Lft3 >f V7 i/i 
(Content-Gen-Key) £s £<7)a 
>r>7yi>+- (C o n t e n t -G e n — K e 
y) TmitLtz<7^^T> b I DMHDD- I D£ 
IBULffi-To *tcs ->Xr^-/\ w gl4tt t 1 -*^ 
-X 3 tCfBit;*ftT^Sa-+f x> h U til $8*^ £4>#t 
fcft*^'J*- Kl 6 NewlcWJS Lfca-+fx> h 'J 
IfSB^&ScfcdH:, MC- I D^MC-K e y*(0«# 

[0 18 2] C<D»d, K1 6tf®g 

«Bl»tfHDD2liIE»tCi&ftsLTl^*o ZOTctb, 
^>r>7yi (C o n t e n t — G e n — K e 
y) TW^b*n**5-f7 T >h I DMHDD- I D 

[0 18 3] ;*tc N 'J^^-bV^-ti, cKD^^E 1 ;*- 
K1 6newi <K V a— iTWteWltt 

BCW^'J*- K1 6 n ewrt<D#1fffi4)S*»*.<i: 

mz. ^-^/s:-x3CDiL-+fx> h u tt*s<7)S^&*. 

^fioTl^o C<Dtc&. SttSftfc*^ 'J*-K1 6 
n ew£gttlXofca-+tt±, CO^t';*-K16n 
ew, ^5<7 7 >hiS^SlSI>HDD2(7)«^^ 

*So 

[0 18 4] [« 1 (DHtfe(7)^lB(D%jR] tt±©BMB^ 

(M I D) W^tl/c3 1 6^VX^tc|Bti?^TlL-+ftC 
IB^-TSo 

[0 18 5] a-+ft*. =I>^>^CD=I tl-^^T^^ 

«< X<Dt/W XI D (^5^ 7> h I D, HDD- I 
D, MC - I D») *->X^ix+f— /t£B4(C»flr 

So 

[0 18 6] i/X7A^-/\gl4lt SJ-Wffii 

ZIV^V^COZI t-^T^btl/cTt^VX^^M I D*? 

[0 18 7] S/X^/*-*--MgB4tt\ a-+ffr£Z]> 

1>5t/WX I D^TtxVX^COM I DS^T^-* 
^-X3£#0B-fSo >/7f^-/t8I4H t 1 -* 
^-X3|*!U:[W]L:m I D3^S«*nT^&^ci:**ft 



[0 18 8] ^^Vhi^JSBlHu £<DZ}>T> 

&'<$mikLT HDD 2 tC=l fcf-f So 
[0 18 9] iKD^lf-flyXTMt x-^^-X 
3F*gtCg8i*tlT^SM I DtRlUM I 
fcT-*B!^5:Snfc»dtt. ±IB=l>7 1 >y*-<DE<l 

xV % y<7)^FiE3tf-*IS5±-r*Ci:6^**o 
[0 19 0] [ff 2 4)ftSfe4)fl$fR] 2 <D 

ii^m^ct^szib-e^x^^^^^-rso ± 
aoDJSiosasojBffi^zitf-was/^T 1 ^*, a— * 

vX7 L ^^-/^S4tcil}tW^}g^LTa-+f^fi^ 
fjt\ =!>^> v y+— (Content-Key) 

mm l t =i > =r y y <d =j t° - £ s 3 1 <d t i « o tc „ 

[0191] ClcDS2CDllfi6c7)^S8cD=It 0 - < ga^X5 1 
ixtt, a-V(D^^-f7 , >hfiSB*««1 <t->X^ZxBJI 

S«3#BStl— SftTV*. a-tftiC 

<DS3#Bat>— /^I^LTaVTV^*- (Co 
ntent-Key) H0)Btf#*ff?o 13#fl^- 
/*3£Btt* ZKDZIVxV^- (Content-Ke 
y) »<0«tttf:»T3B**f55o 
[0 19 2] [«2flDJttS©®»<01tta] B 1 5 £ 

>\y£a ^—-TSPSUcilVT^y*— (Content 
-Key) *MS-r*3Sti*^LT^*o 
[0 19 3] CC0E11 5lCfc^T\ v'X^L.+f- M^E 
4chJ|3ffl^-/^l5 O^i, ffJ^tfVffiSMt 

45«0«*»fflEHia)ct3ic*ijfflRriiBavPN (vi 

rtualPrivate Network) UK J: yfflSldftWfftlTt^ 

So 

[0 19 4] £fc, ->X^ix-v L -/^M4^<>^-^ 

-rsc^&So 

[0 19 5] [*2(Djttt<7)JB«a)»ff] 

2 4)Sfl6<0fl$flB4) =i ii-»> x t ixCDShm&w* ? 

So ^^m2O^C0^CD=lhl o -ma^X^A^li 

yc^vx^^e^v^v^oatr-^sfc^^-rs 

a— tftt, <>^-*7 h 5^LT§»^7<7> 

LTv a-+fti, ^^-fZVUHISSlSBIBI «^LT, 
MC- I D, a-+f I D (U s e r ID), /f^f7 
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3.--o id (mid) *n3%mm+t-/mm5 om 
/<«B5 oic&frr&o 

[0 19 6] ^7-f7VHS*gI1lt MC- I DS 
UTiJ^y h 3 #*at»— MSB 5 0 
lca&«T«. £/c, T'VhiSjsfcgglti, a—? 

I D (U s e r ID) SZ^Tt^V X-^CD^ x-T 72Z 
I D (MID) ^MC-Ke yTBg^fbU Ctt6 

3 #«a-9— / <&■ 5 o jcaur*. 

[0 19 7] *3*lI9-/«iS0B. v^^yy 

5 0ti, WfflEfcg (IlcVli-tlEV P N) ^LTMC- 
I D, MC-K e y T'Bf^b*+lfclL--y 'I D (Use 
r ID), MMC-K e y TBg^b^+lfc;* T 7 
ID (MID) ^->7.5 1 A-y--M^a4lC^f 

[0 19 8] ->X7 1 /*+t-/^S4ti, CCDMC-I 
D, 0.-+H DRtFM I D^-gffl-r^i, *53aS<t:IW]^llc 

^-Ib-r^/c^cDziV^y'y*- (Content-K 
ey) 5MC-K e y T*B§^bLTJg3#SS+f—,K3£ 
15 OlCjgffT^o $fcv ->X5 1 ^-t-/^S4W, n 
>7>7v ; iV*- (Content -G e n — K e 
y) ^MC-K e yTBg^bLTSS^gS-y— /S'^S 
5 0Uli£ffi-r3o eiCv-X^Ik+J— /^!l4li, Z.<D 
3VT>7yi>+- (C o n t e n t — G e n — K e 
y) TZL-+fro-7^'T7 T > h I DMHDD- I D£Bg 

LTSg 3 mw&t-l 5 0 fcigfIT*. 
[0 19 9] »3*eStt-/^{l5 01*. dCOMC- 
K e yTK^b^n/c^V^W*- (Content 
-Key), MC-K e yT'BI^b*tl/c=]>7 L > , yv' 
x>+— (Content— Gen-Key) , RZfzi 
>f (Content — G e n-K e 

y) TBi#fb*tlfca-+fC0^5'T7'> h ID, HDD 

[0 2 0 0] ms^gii^— /^S5 Oti, zlVxV'y 
(Content-Key) *«#Lft:«flt£ L 
T> Jfcte?5-r7'VhiH*e«1#SaS«*ftf!:II3* 

[0 20 1] *7>f7>htt*gBllt Sg3#<gil+r 

-/^S5 o 6 £fl ? nfc±ia □ >^ > *y , z\y 

7/>yi>t- ^5-r7">P- I D, STJ-'HDD- I 
D^^=E'J*-K1 6lc|B**!l»LT. fuizEco^dlczi 
> ^ > -y co zi l°- , &r>" a tf- L □ > ^ > -y cois^ ic 



[0202] %3*mmv— /t&ws omiat. ®mz 

+r-/^E5 oti, ^y^yy^-(Dmmt^W^iz 
*c !ElM*SB3*«S-9— /t»B5 Ote, yj^-f 
[0 2 0 3] CO«fe3tCl3iR**lfc*m4, mtfS'X 

©«a*<b cof^ic fct^T\ m^cogij^T'TTBBi-nscii 

[0 2 0 4] [ 4 m2<Dnm<Dftm<D$hm] Z<D£vlZC 

<D&2comm<DBm<D=i¥-mm-yxTL.i*. i=i<<7 

VhttS*(K«1 i->Xr^- /«K«4i©IHt=«3# 
«Str-/^«»5 0«KVtT*fi8r*o a-+m£C0S 
3ffl+)--A*gi5 0^LT->X^yA+f-/^S4 
lC7 T -7-feXLTn>7 L > , y*- (Content-Ke 
y) ©Efcfclt*-*-*. S3tfii^-/«i5 014, 
CC0=l>7 1 > > y+— (Content-Key) 

[0 2 0 5] LiniCcfcU, c!CQ=l ti-'gilvT.xMi, 
Sg3# «3ffit- /MgESOOSJI*) 

* =i e- <%wy xTuti^v mm* =i \d-mm-y 
zi t-ti-> x ^ ^ t m ^m^m z z. t 

[0 2 0 6] $fcs CCDZJt'-'gSv'X^Alis ZIVt 1 

T =i V >y tf IcBB^i-r * t <b 

[0 2 0 7] ilCOZIfcf-tS^X^AlCfc^T, 

Tt^-rX^lcM I D£tt-rc<b&<a-+fi;:B3*t;U a 

»4ag^l*m3*BS^-/^S5 0 6^ ^cr>a-+f'lC 

*f lt =i y 7- y y £S3*t; l TH^^tj => * r> ic l t 

[0 2 0 8] $fc. C©S2<0*J56<7)fK!KcO=lt:"-«a 
Ctlt*, ->X7 1 ^+r-/^S4*IS^^tT 
[0 2 0 9] Sftlc* **W«-ffili:LT8ttSLfc±a 

[0 2 10] fllfclf, ±a«©**SS(7)JBJ8a>l«WT > ttv 

-7^-<7 7 >h I D, HDD— I DRtfMC- I D^->X 
Ti i ^-/\li4 lE26fl|-r*Ci:i:Lfc. LfrU 
-f7 7 > h4ffi3t5^Sl fr<E><7^-<7y h I DC0^->Xx 
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h«S5feSIBl frSHDD- I D(Dfr&i'XTl±y--/^m 
B4tcilHlLT i t,d:l\ (D«llCs ^-f7V h4*;fc=£B 
1fr5MC - I D<7)^:>X7 L l^-M'£S4l;:£«L 

[0 2 1 1] $fc, C^-fT'y hl£3fcgBl fr6>?5< 
T'Vh I DMHDD - I D^-VXt 1 /*^- A2£E4lC 

*7^4Ty V I DM'MC- I D^i/X^A-t-Z^S 

4icjMftLT < tJ:i\ ra«»Cv ^-fT'vhissfcSBi 

i3><b H D D — I D&tfMC- I D^v'Xr^-/®! 

[021 2] ±&<D&nmv>Bmco=i¥- t g 
<*>=! t:-3«sffton*iBi««i*i» =1 >^ v>oa tf-ic 

BBtf tl« \V X ±: fcHBttttT =1 fcf-«3*S3 c 
<tT*^iE3tf-*l»±-r*o C(D/c46v ?^'f7 7 > F3ig 
*£B 1 6 s 6 •> x A+t-/ t£B 4 it as«*rft* x / S-f 

[0 2 1 3] ±3£<0#*J6flDJB«a>S»RITW:» / 

=E'ja— K1 6«-fflt^^Ct<t:Lrc*\ C©at-fl 
->XxA<7)t§£\ ^"TLty^'J*- K1 6lii^S<tL 

K1 6 (clB1t*n^±lSH>7 1 ¥>aVfV7v ! 
iV*- HDD2-\^v-T7'>Faft5fc^Bl KF*3 

Barn-n/'S/t'j itfBii*^nti'<fcL\ 

[0 2 14] 

WEBB* ti/ira >^ yy<7)TiE=i tf-«K±-r * £ <t 

[ei 1 1 *»se<o£ 1 ronfift<DjK!ii<Dn tr-ea->xx 
[@2] □tf-Ba->x^A*«fi)ir*^5-r7'vn« 

^BStf/V-Kx-rX-? K^-f?' (HDD) ©fl-B* 

[03] <7^-fT> \-m*m&<r>w%wmj&ii:7ji-ty 

a-;>?0T-353o 

[14] 3>T>7*- (Content-Key) T 



[H6] ZL-^Wm^zV^-lTy H**8£B4:5'X^ 

[07] ntf-fiSv/Xx-MCfcttS.. JtT-fX7(Cf 
SUlC^^tlfc^^VT'a--^ ID (MID) <Dmm>) 
ffiv av^>*y*— (Content-Key) <D1X 

BftfEWT^n-f-i'- 

[E 8 ] ftT-^xvicmmicttzntc/- ?<< t=l--^ 
id (mid) commms ^xfziy^yy^— (con 

tent-Key) <J5ffi»l$fc*5-f 7*V KttSfcSBi: 

=1 tf- ! gS->X5 1 i*0D<iTCI21T*^ o 
[09] □ fcT-gJlv'Xx.kltfctf £=1 tf-frSCaRtl 

[010] at-*fT*lc^5-f7 , >htl*»B. 
U*- KStfM- Ff-fX7 K^-fX'<DP^T-jM§1I**l 

[01 1] zm-mm-sXTJ+lztertZ. /\- F?V7 

^^•T 7 □ — ^ -V — h 
[01 2] /\- Ff<77 K^'T^lCZlt-L/cxv'^ 

;i/avr>y©BSB«tE, *?-r7 , vniii*«B. 
[01 3] V^-TTy hSSsJfegBsKlHi/x- Ff-f x-^ 

K^-i'^co^aBt^*s;ssic»-r*=itf-es->x7 i A 
[014] y ^ u KowaawimsKfetcfcrr a □ tr 

[015] ftxVX^tCfS^tt^ft/c^xVT 7 ^-- 
I D (MID) ©BfiBSs M3V?vy+- (Co 
n t e n t - K e y) <DUrt#B$K? J 7-r7 7 > F-SS^S 

3\ *BB<0* 2 kf-BSS/xy 
/*(DtSiC0T*^o 
[W^-COlKB^l 

1 ■ >7 5-l'7 7 >'h4fl5^Ss 2-/\-F'7 ; -f77 K5-f 
7 (HDD) , 3 ■••x--$"K-X, 4-->7ri»1t-/< 
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|<79<PyhlD| 


f HDD CD | 


MC-key 




|Coment-Gen-Keyj 





|Conteirt-^en-Key| [_^wnj 



-16 



/RAM 36 







Contcnt-Gen-Kcy 











input 



HDD 



Conleiit-Gcii-Key 



(24) 



2RfBH 2002-328846 



11 1] 
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1 5] 
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Content 


n? J 
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Content- Key 
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MC-fcey 



MC-key 



[content-Key] 



MMMM 



HDD 



Mov* y 



||CooUg>wCc;n-Kxy| 



Ctarrtcnt-G co-Key 



,1* 



MO key 



Content-Key 
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Con tcnt^Qcn-Ke y 



HftBB] JFfiEl 4^8^2 OB (2 002. 8. 2 
0) 

[#*»HiE 1 ] 

imminmmm^i mmm 

[*§IE|*)§] 

±mmmmztBmz nTt>« =1 >x 3— y as 

B**L. ±IB§31l««:<7)«<*l«Syi«l8<i:*lc, Ma'S^ 

±i3«<mj8'j««stf±833£B«wj«»ss«LfcB 
tcs »K»«»jitatc«t5-r*a— »fat*«»(cj*L 

Rir * □ k :- Vf Pitt a*as«-r * u— / tsa <t r % 

=1 t'-llyXxA. 

maon 2 ] h^js 1 ibk^zi e-fii/xf/*T* 

±B1t-/«ttBt*» -00«fls:iaSiJ'lf?Klc5<tLT1 Ed 



[M*HI 3 ] MJ&g 1 Xlif**JS 2 IBttOTU t-SI 
±133.— *f*5fe3SB»» Stti— yJiBsfeSB**^^* 

ntcttssBKaifltflL ±ib» 1 ©EBSBfcaeictt 
intern i (Dgkwmim Jkzf=L- j, fm*&n*mm 
2 <oim%imz.mmztt2fttcm 2 omwmmf* 

gBSSS'JtfSBi: LTtf- /*»BKafflT*E£***£ 

[»#B4] W*fl1^6B*B3©5-6. t^-rtl^ 
— JSl3K£>3 If-fiii'Zfi*?*?^ 
±IB+t-/ ±IB*mB#J««THHWb3 , *lfc± 
laatr-fFRTIfBSaSBL. 

±ffia— yttsfeSBtis ±SB«BM»J1t«T» ±iBBg^ 

— WSMay 3 t-SlVXT^TSots 

±133— tfJSSsfcSBWu ±133 >^ >'><Z)3 tf-^lCs 

±133 £— HFrTB B«MMrT« E £ *&Wi£T2> 3 
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±Ea— ±13=1 *±IBBB^<b« 
TWWfcLT±E3i 1 flD8B*8£»U::3 £-TS£Jtlc» 
±EWWt«*BfJE©B1i*Jttti:E1i U EE1i3MSK 
Ett LfcflHt<fc«*flit N T» ±EK 1 ©EttftBtc □ tf 

n/ca v^v-y *mmt Lzn^t % c <b *&mt 

±13+^-/ ±i3zi \d-f¥Pjmm<DmmtmY l 
Lx «aaet^4S«ic «fe y a-tftt*««<oaw5!H«g# 

SSJtlfcl^ ±f3x-*'<-XlcB§l75r*lTl^£ 

<t «ttttt t r % a b :-«gs-> t. 5 1 a„ 
zfio z. h &<&mtf * a ^-wm-sXT- a, 

[|ft*JH9] M*JS1 fr6ff*Jl8 4>-p-5. 

±IBa-+f4«^at±fB+f-/^»i<0MT'«a{<DjJi 
am*Wt*£3Mz+ '>&<<b i k±Eafcf-g'FRj't!t$8 

[ts^JHi o] iBttzt-nT^sm^roziv^vystf 
=L-y #±e a y t y w => t r-*fT 3 pgi-res-r i. a 

tS^iS^ifc-TXT 1 y 

3TS©+f- /^SlcitHf-r^Xxyyi, 

±iB^-/^a^e^i*n?>. ±ib=i >T>'y©a t? 
- *ft sr* s =i tr-w prma*aef zxry^t. 

±E5ff Lfca kr-Wpritffl*ffl^Tv ±EE«»f*fc 
EffiSnTL^av^vy*, a--»fit3lMS{l£«fiE*" 
3|g 1 ©Ett^BKa t-rs^x-y ^i?tt«=- 

- £ BE*1K U pJS&fcE1*«H*= 

[§S3?Ji 1 1 1 n&m 1 o iBtecDi sua* - ?* t» 

±Ea tf-rppltf ttli« ±Ei£fS LrcSBK8iJ1ff«T« 
±ESft Lfc a tf-ffRTlt«*» ±ESH9U'J1iraT« 



in&m i 2 1 m &m 1 o xiift** 1 1 ekoe« 

±IB3>7>7©a fcf-»fc, ±E 3 fcf-tf Rllf ff*M 

m&mi 3] W>RJS1 OfrSMSfcJSl 2©5-s, ^ 
rtl6^-«E»©E««lf*T« o Ts 
±E+f-/^SfrS2Sfs3rtt^ ±Eatf--T3aV5 1 

yy*vg^£rzrctb<Ds§mtm*&m?z7. : r'yy 

±E=l>7 i > > >^. ±EBf^fbST'Pi^bLT=ltf--r 

±EPg^b«*E«?*ftlcE1fr*X5 1 -y7 p <tx 
±E=iti-^tifc=i>7 i > , y ; &s^"r5B5ic, ±EEit 
#isKE«;*ftT^£Bi^fbSi;£ffl^T±Eafc;-;*-ft 
fc a >^ y y *mmt ltms.? z> x j- v y£ * mt % 

4] IS5RJS1 06^iS5RlS1 3£D3"6, 0^ 
■T;»a* s -flEKcDE«i«<*T & o T, 

±E«<*«»jif aatfawws'j* «*a$is-*-**x •> y 

IBs ±E*1©IB«»«tJ:H*tc«*nfe*1«)««« 

tca*n:^*nfejB2o»«Kajif«io5-6s i^rn** 

1 Oaet>l*aili[*i|ii*^t5-a:T±E^II!KS'J«ai<!:LT 

[«5RJil 5] a— yjJUsSSa^saSflltftiSv Sa 
-+f4S5R^S : &«fiE-r*^Slc^*ti/c^SiSISiJ1f?Bs 

*ic^* nrcttfwjmffi^sA^ * x ^ , 
>*y<oat-tfffi3n/tEit«i*a)«i*aKUiii«fl l B« 

±ESHLfc»H«giJflHI«=»J6r*a-V*IIS3|EK«lc 
S-fLT, ±Ea>x>"ytD=it-^fFRrf ^ak-^Fpr 

EtSiifto 

[M^«l 6] Rfr^tD3>^V , y^E1t*ti5<!:« 
ic. @*<DM«*iaigijmai6M^*ti/=E«««:^Ss KM 

a- W±E av^vywntr-^^dKglc^-r^a 

tfSS^IjS^tij-rXT^X'.bx 

tt>±E«*ai Lfc«H*K»J1t«atRSBK9Jfll 

$8=&x p^©+f-/\^aic^ifi-r^x^ yX'<>:, 

±E H t-/^S* s 6Sff^+i5. ±E=i>"7 1 V , yc73=it:'' 
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-*ff Rir * =J tf-WpTlf «SSflrT *X^y 
±IB5Wt Lfc3 fcf— S^RlW i*l^T, ±IBIBtt«Httc 

sb« * nT f * 3 v x v v £ v j. - +f vm&gm&mm? 
Rzfm^(Dzi Plaits ntztmmmzn lth 

tf-6^f ^tl/tfB1l«fl!:<0«Eft:SISU««[^Sa 
jn^f-^^-XfiS- ±IBgffiL7c«fM§S'J1*$fi 

±IBSfflL/c^!asiJtS$8©*l:^A >i «tiJTmr ; :Bgtc. 

±ib§<i l rc&mmmmmcm&r * a— tf 

JtLi, ±iBa>^> > y(DDt:-^fFpr-r?)3tf-i ! FPi 



8] H^a)«H*SEgiJ1««i*M^*n7-clB1t« 

±IBx- * ^-XK, ±JB«*WI»J1f «fl«*H»T« o 
fctf^tc, ±|B"9— /^S6 s 6s ±IB2Sffiar*ifc£iMI 



(51) Int. CI. 7 

G 0 6 F 17/60 

H 0 4 L 9/08 
9/32 



5 1 2 

Z EC 



F I 

G 0 6 F 17/60 
H 0 4 L 9/00 



f-12-V (##) 



5 1 2 
Z E C 

6 7 3 B 
6 0 1 B 



(72)&B£# isg* 

S«il5«E#^7TB 1 SI ^ 

v - — • zivtfi— ^x>^^-r>y>h 
i*i 

(72)#£0#£ IE;fe 

y - — • nvtia— •Sixv^x-O^ v h 
l*J 

(72)««1* » 

l*J 



(72)»¥J# AJU IH 

m«fP^E#iS7Taisi^ *a**t 

1*3 

(72)»¥3* 153 BB IS 

jR£»asB*«7TBi»i* «iC6tt 

(72)«W# *l« ^ 

y- — • □>t'i—S'i>'5'T-f>/> h 
y~- • □>fj-S'iv$7'f»<>h 

1*9 

F *-/»(##) 5B017 AA06 BA05 BA07 CA15 
5J104 AA07 AA13 KA02 PA14 
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(54) [%fH<B«ft] ZHf-gSi/XT 1 ^, ^^^T'Vhi^^BOtiffiJQS^'P^^fBlfS-n/cZlVlfa--?^ 



